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OIIPEJAEJIEHUSA

B HacrosiiemM 10KyMEHTE UCIIONb3YIOTCS CICAYIONINE TEPMUHBI U UX ONPEICTICHHS.

ABTOMATH3MPOBAHHASA CHCTEMAa — CHUCTEMa, COCTOSIIAs M3 IEepCOHala U KOMIUIEKCa
CPEACTB aBTOMATHU3ALMH €ro AEATEIbHOCTH, pealu3ylollas WH(POPMALMOHHYIO TEXHOJOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITHI.

AyTeHTH(QUKAIUS OTNPABUTE/SI JAHHBIX — IOJTBEPKICHUE TOrO, YTO OTIIPaBUTEIb
MOJIy4YEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onacHocTh NMEPCOHANBHBIX JAHHBIX — COCTOSHHE 3allUIICHHOCTH MEPCOHAIBHBIX
JMAHHBIX, XapaKTepu3yemMoe CIOCOOHOCTHIO  TOJb30BaTENEH, TEXHUYECKUX CPEACTB H
MH(POPMAITMOHHBIX TEXHOJIOTHH 00ecrednTh KOHQUACHIINATBHOCTD, IIEJIOCTHOCTh U JIOCTYITHOCTD
MEPCOHANBHBIX JAHHBIX MPH HX O00padoTKe B HMH(OPMAIIMOHHBIX CHCTEMaX IEPCOHATBHBIX
JAHHBIX.

BiokupoBanne TmepCOHAJNBHBIX [JaHHBIX — BpPEMEHHOE NpeKpamieHue coopa,
cUCTeMaTH3allluy, HAKOIIJICHUsI, UCTIOJIb30BaHUs, PACIPOCTPAHEHHsI IEPCOHAIBHBIX JaHHBIX, B TOM
qHClie UX MepeladH.

Bupyc (koMnbHOTEepHBIH, NMPOrpaMMHBIN) — HCIOJHSAEMbIA NPOrPAMMHBIN KO WU
UHTEepPIPETUpPYEeMbId HA0Op MHCTPYKIMIA, OONagaronmii CBOWCTBAMH HECAHKIIMOHHUPOBAHHOTO
pacrpocTpaHeHust U camoBocnponsBeneHus. Co3ganHbie TyOIuKaThl KOMIBIOTEPHOTO BUpYcCa He
BCETJa COBIQJAIOT C OPUTHHAJIOM, HO COXPAHSAIOT CIHOCOOHOCTh K JIajJbHEHIIEMY
pactpoCTpaHEHUIO M CAMOBOCIIPOU3BEICHHUIO.

BpenonocHasi mporpamMma — T[porpamMma, TIpeIHa3HAYeHHas [UIS OCYIIECTBIICHUS
HECAHKIIMOHUPOBAHHOTO JOCTYMA U (UJIM) BO3ACHUCTBUS HA TIEPCOHATbHBIC IAHHBIC WU PECYPCHI
MH(GOPMAITMOHHOW CUCTEMBI TEPCOHATBHBIX JaHHBIX.

BcnomoraresibHble TeXHHYECKHE CPeICTBA M CHCTEMbl — TEXHUYECKHE CpPEICTBA U
CHCTEMBI, HE TIpeHa3HAuYEHHbIE JJIS Tepeaadn, oOpaboTKH M XpaHEHUs MEePCOHANBHBIX TaHHBIX,
yCTaHABIMBAEMbIE COBMECTHO C TEXHHYECKHUMH CPEICTBAMU U CHUCTEMaMH, MpeIHa3HauYeHHBIMU
UIE  00pa0OTKM TIEPCOHANBHBIX JIAHHBIX WM B TIOMEHICHUSX, B KOTOPBIX YCTaHOBIICHBI
HUH()OPMAITMOHHBIC CHCTEMBI IIEPCOHATTBHBIX JIAHHBIX.

JocTtynm B OnepalMOHHYI cpedy KoMIblTepa (MHPOPMALMOHHONH CHCTEMBI
NMepPCOHATbHBIX JAHHBIX) — TOTYYCHHE BO3MOXXHOCTH 3aITycKa Ha BBIIOIHEHHE IITATHBIX KOMAaH]I,
GbYHKIMH, TPOIEAYp OMEPAIIOHHON CHCTEeMbI (YHUUTOXKEHWs, KOMPOBAHMUS, MEPEMEIIeHUs U T.IL.),
UCTIOTHSAEMBIX (haiiioB PUKIIATHBIX IPOrPaMM.

Joctyn k nHgopMannu — BO3MOKHOCTb TMTOTy4eHHsT HHPOPMAIIUH 1 €€ UCTIOTIb30BaHUS.

3aky1a104HOe YCTPOICTBO — SIIEMEHT CPEACTBA ChbeMa MH(OPMAIIUH, CKPHITHO BHEAPSEMbIN
(3aKmafpIBacMblii WM BHOCHMBIM) B MeECTa BO3MOKHOTO CheMa HMHQpoOpMaimy (B TOM YHCIE B
OrpakIeHNe, KOHCTPYKIHIO, 000PYI0BaHHE, TIPEMETHI HHTEphepa, TPAHCTIOPTHBIE CPEJICTBA, a TAKKE B
TEXHUYIECKHE CPEJICTBA M CUCTEMBI 00pabOTKH HH(POPMAIIHH ).

3amumaemasi uHgopmanus — wuHPOpPMAIWS, SBISIOMANCS TPESIMETOM COOCTBEHHOCTH U
HOJUISKAIIAsT 3allUTEe B COOTBETCTBHUM C TPEOOBAHMSIMH IMPABOBBIX JIOKYMEHTOB WMIIM TPeOOBAHUSIMH,
yCTaHABJIMBaEMbIMU COOCTBEHHMKOM MH(OPMALIHH.

HNnenTudukanus — NprCBOCHHE CYOBbEKTaM U OOBEKTaM JIOCTyNa HiaeHTH(UKaTtopa U (Wim)
CpaBHEHHE NPEIBSIBIISIEMOTO UICHTU(HKATOPA C TIEPEYHEM TPUCBOSHHBIX UICHTU(UKATOPOB.

NudopMaTUBHBIN CHUTHAJ — DJIEKTPUYECKUE CUTHAJIbI, aKyCTHUYECKUE, SJICKTPOMArHUTHBIE 1
npyrie (U3UYecKre TIONsl, 1O TapameTpamM KOTOPBIX MOXKET OBbITh PacKphiTa KOH(HICHIMATHHASL
nH(opmarws (TiepcoHaIbHBIE JTaHHBIe) 0OpabaTbiBaeMasi B MH()OPMAIIMOHHONW CHCTEME TEePCOHATBHBIX
JTAHHBIX.



HNudopmanuonnas cucrema mepcoHanbHbIX JaHHbIX (UCIIAH) — uaOpManmonHas
cucTeMa, MPEACTaBISIONIas CoOOW COBOKYIHOCTh MEPCOHAIBHBIX TAHHBIX, COAEPKAIIUXCS B
0a3ze JaHHBIX, a TaKKe MH(POPMAITMOHHBIX TEXHOJIOTHH U TEXHUYECKHX CPEJICTB, MO3BOJISIOLINX
OCYIIECTBIISAITh O0pPa0OTKY TaKMX MEPCOHAJBHBIX JaHHBIX C HCIOJIb30BAaHUEM CPENICTB
aBTOMAaTHU3alMK WM 0e3 HCIOJIb30BaHUSA TaKUX CPEACTB, UCIOJb3yemas B 00pa3oBaTeIbHOM
YUPEXKICHUU.

HNudopmanuoHHble TEXHOJIOTHH — MPOIIECCHI, METO/IbI TIOUCKA, cOOpa, XpaHeHus1, 00paboTKY,
MPEIOCTABIICHHS], PaCpOCTpaHeHnsT MHGOPMAIMK U CIIOCOObI OCYIIIECTBIICHUSI TAaKUX MPOIECCOB U
METOJIOB.

Hcnonb3oBaHue mepcoHaNbHBIX JAaHHBIX — JEWCTBUS (Olepalyu) C MEPCOHATbHBIMU
JAaHHBIMHU, COBEpPILAEMbIE ONEPATOPOM B LENAX MHPUHATUS PEUICHUM WIM COBEPLICHUS HMHBIX
JeHCTBUH, MTOPOXKIAIOIINX FOPUANYECKHIE MOCIEICTBUS B OTHOLICHUN CyOBEKTa MEpCOHATBHBIX
JaHHBIX WK APYTUX JUI MO0 MHBIM O00pa3oM 3aTparuBarolIMX IpaBa U CBOOOIBI CyOBEKTa
MEPCOHAIBHBIX JAHHBIX WU APYTUX JIHII.

Hcrounnk yrpo3sl 6e3onacHocTd HHGOPMALMH — CyOBEKT JOCTYIIA, MATEPUATHHBINA OOBEKT
Wi (U3MYECKOe SIBIICHWE, SIBILSIIOIIMECS IPUYMHOM BO3HUKHOBEHMSI yTpo3bl  0€30MacHOCTU
uHpopmanuu.

KonTposmmpyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPUS], 30aHUE, YACTh 3/aHNUs, IOMEIICHHUE), B
KOTOPOM HCKJIIFOYEHO HEKOHTPOJIIMPYEMOE NpeObIBaHUE MTOCTOPOHHMX JIML, @ TAKXKE TPAHCIIOPTHBIX,
TEXHUUYECKHUX 1 MHBIX MaTepUAIbHBIX CPEJICTB.

KonduaeHunaabHOCTh MNEPCOHAJBHBIX JAHHBIX — 00s3arelbHOE I COOJIFOEHUS
OTepaTopoM WM WHBIM TMONYYMBIIMM JOCTYN K MEPCOHATBPHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE
JIOITYCKaTh MX PaclpoCTpaHeHus! Oe3 COracusl CyObeKTa MEepCOHATBHBIX JAHHBIX WM HAJIMYKMs MHOTO
3aKOHHOTO OCHOBAHUSL.

MesxkceTeBol 3KpaH — JIOKATbHOE (OTHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-PACTIPEIENIEHHOS
MporpaMMHOE  (IIPOrpaMMHO-AIMIApaTHOE) CPEACTBO  (KOMIUIEKC), peam3yrolliee KOHTPOJIb 32
uHpopmarme, mocryrnaroneii B WHOOPMAIMOHHYIO CHUCTEMY TIEPCOHATBHBIX JAHHBIX U (WJIH)
BBIXOJIALLEN N3 MH(POPMAIIMOHHON CUCTEMBI.

Hapymureanb 0e30MacHOCTH MePCOHAIBHBIX JaHHBIX — (QU3UUYECKOE JIMIIO, CITy4aiiHO WU
HpeHaMEPEHHO COBEpILIAIOIIee JEHCTBUS, CIEICTBHEM KOTOPBIX SIBJIAETCS HapylleHHe Oe30MacHOCTH
NEPCOHANBHBIX JIAHHBIX MPH MX 00pab0TKe TEXHUYECKHMMH CPEICTBaMU B MH(OPMALIMOHHBIX CHCTEMAaXx
MEPCOHATBHBIX JTAHHBIX.

HeaBromMaTu3npoBanHasi 00pa0oTKa MePCOHAJBHBIX JAaHHBIX — 00paboTKa
MEPCOHAIBHBIX JIaHHBIX, COJIEPKAINXCAd B MH(OPMALIMOHHON CHUCTEME MEPCOHABHBIX JaHHBIX
aM00 W3BJIEUEHHBIX W3 TaKOM CHUCTEMBI, CUUTAETCSd OCYIIECTBIEHHOW O€3 HCIOJIb30BAHUS
CPEICTB aBTOMaTH3alMu (HEaBTOMATU3MPOBAHHOMN), €CIIM TaKhe AEHCTBHS C MEPCOHAIbHBIMU
JAaHHBIMU, KaK HUCIOJb30BaHUE, YTOYHEHHE, PAaCIpOCTPAHEHHE, YHHYTOXXEHHE NEepCOHAIbHBIX
JAHHBIX B OTHOIICHUU KAXKJIOTO U3 CyOBEKTOB MEPCOHATBHBIX TAHHBIX, OCYIIECTBISIOTCS MPU
HEINOCPEICTBEHHOM Y4acTHH YEJIOBEKA.

HepekaapupoBaHHble BO3MOXKHOCTHM —  (YHKUIHOHAJIBHBIE BO3MOXHOCTH  CpEICTB
BBIUMCIIMTEIILHON TEXHHUKH, HE ONIMCAHHBIE WM HE COOTBETCTBYHOILE ONMCAHHBIM B IOKYMEHTALUH, TIPH
UCIHIOJIb30BaHUM  KOTOPBIX BO3MOXKHO —HApyIICHHWE KOH(HICHIMATBHOCTH, JOCTYITHOCTH WIIH
IEJIOCTHOCTH 0OpabaThiBacMor HHGOPMAIIHH.

HecaHKIIMOHUPOBAHHBIA J0CTYNl (HECAHKIUOHUPOBAHHBbIE eWCTBHSI) — JOCTYIl K
uHbopMal WM JEUCTBHA ¢ MH(OpMalMel, Hapyllarole MpaBuiia pa3rpaHUueHUsl JIOCTyIa C
UCTIONb30BAaHUEM  INTATHBIX  CPEACTB, MPENOCTAaBISIEMbIX  HMH()OPMALIMOHHBIMU  CHCTEMaMU
MEPCOHAIBHBIX JaHHBIX.



Hocurens uHpopmammun — ¢Gu3HyUeckoe JUIIO WIM MaTepUATbHBIA OOBEKT, B TOM YHCIIC
(du3rYecKoe 1moje, B KOTOPOM HH(pOpMAIMs HAXOIUT CBOE OTPAXKECHHE B BHIEC CHMBOJIOB, OOpasoB,
CHTHAJIOB, TEXHMYECKUX DEIICHU W TPOIECCOB, KOMMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKHX
BEJTUYMH.

O0e31MYuBaHUEe TNEPCOHAIbHBIX JAHHBIX — JICUCTBHS, B pe3yJbTare KOTOPBIX
HEBO3MOXKHO OIPEACTUTh MPUHAICKHOCTh MEPCOHAIBHBIX JTaHHBIX KOHKPETHOMY CYOBEKTY
MEPCOHAIBHBIX JaHHbBIX.

O0padoTKa MepCOHAJIBHBIX JAHHBIX — JICHCTBUS (ONepalui) ¢ IEPCOHAIBHBIMHU JTAHHBIMHU,
BKJIIOYasi cOOp, CHCTEMaTH3allfio, HAKOIUICHWE, XpaHEeHHe, yTOuHeHHe (OOHOBJIEHHE, H3MEHEHHE),
UCTIONB30BAaHUE, PAcIpOCTpaHeHHEe (B TOM 4YHCIE Mepenady), oOe3nMyuBaHHue, OJOKHUpPOBaHHUE,
YHUYTOXKEHHE EPCOHATBHBIX JIAHHBIX.

OOmenocTynHble MNepPCOHAJNIbHbIE JaHHbIE — [IEPCOHAIbHBIC JIaHHBIE, JOCTYII
HEOTPAHMUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEIOCTaBICH C COMIachs CyOBEKTa MepCOHAIBHBIX
JAHHBIX WJIM Ha KOTOpPHIE B COOTBETCTBUU C (eepaibHbIMU 3aKOHAMHU HE PacIpOCTPaHSIETCs
TpeboBaHue COOMIOICHUS KOH(PHUICHIIMAITBHOCTH.

Onepartop (mepcoHANbHBIX JAHHBIX) — TOCYIAPCTBEHHBIN OpraH, MyHHIIUIAIBHBIA OpraH,
IOpUAMYEcKoe WM (pu3MyecKoe JMIo, OpraH3yroliee U (WIM) OCYIIECTBISIOIee 00paboTKy
MIEPCOHATIBHBIX JIAHHBIX, @ TAKKE OMPEACIISIONIIE LI U COJepyKaHue 00padOTKH MEepCOHATBHBIX
JAHHBIX.

IlepexBar (MH(popManmu) —  HENPAaBOMEPHOE  IOJNy4YeHHE  HH(pOpMaUUU  C
UCIIOJIb30BAaHUEM TEXHHUYECKOTO0 CpEICTBA, OCYIIECTBISIONIEr0 OOHApyXXeHHe, IpUEM U
00paboTKy HH()OPMATHBHBIX CUTHAIIOB.

IlepconajbHble JaHHbIE — JI00as MHPOpPMAIMS, OTHOCAILIASACS K ONPEACICHHOMY WU
OlpenenseMOMy Ha OCHOBaHMM Takoil wuHpopMmauuu ¢Quzmueckomy nuiy (CyObeKTy
MEPCOHANBHBIX JAHHBIX), B TOM YHCIIe ero (pamMuius, uMsi, OTYECTBO, TO/, MECHI], JaTa U MECTO
POXKICHMS, aJpec, CeMelHOoe, COIMalbHOE, HMYIIECTBEHHOE TIOJIOKEHHE, OOpa3oBaHHE,
npodeccusi, 10X0 b, Apyras HHGopMaIusl.

I[loOounble 3J1eKTPOMATHUTHBIE M3JIyYeHHMs] M HABOAKH — DJIEKTPOMArHUTHBIE
U3IIyYCHUSI TEXHUUYECKHX CPEJCTB OO0pabOTKM 3amuinaeMord WHGOpMaluy, BO3HUKAIONIUE Kak
MoOOYHOE SIBJICHHME U BBI3BAHHBIE JJEKTPUUYCCKUMH CUTHAJIaMH, JICHCTBYIOIIUMU B HX
ANEKTPUYECKUX W MArHUTHBIX IEMAX, & TAKXKE AJIEKTPOMATHUTHBIE HABOJIKU ITUX CHUTHAJIOB HA
TOKOTIPOBOJISIINE JIMHUM, KOHCTPYKIIUH U 1[ENH MUTaHUS.

I[MosnTHKA «YHCTOrO0 CTOJA» — KOMIUIEKC OPraHU3alMOHHBIX  MEpOMPUATHH,
KOHTPOJHMPYIOIIUX OTCYTCTBUE 3alHCHIBAaHUS HAa OyMa)KHbIE HOCHTENH KItOued U aTpuOyTOB
noctyna (maposieii) U XpaHeHus UX BOIU3U 00BEKTOB JOCTYIIA.

IMonb3oBaTenb HMHGOPMAIMOHHOW CHCTEMbl NEPCOHAJBHBIX JAHHBIX — JIHIIO,
ydacTByromee B (GyHKIIMOHUPOBAHUHM WH(OPMAIIMOHHON CHCTEMBI MEPCOHAIBHBIX JTAHHBIX WIIH
HCIIOJIB3YIONIEee PE3YNIbTaThl €€ HYHKIIMOHUPOBAHHUS.

IIpaBusa pasrpaHnyeHus J0CTYNA — COBOKYITHOCTb MPABWI, PETJIaMEHTUPYIOIINX MpaBa
JoCTyna CyObeKTOB AOCTYIAa K 00beKTaM JJOCTYTIA.

[IporpamMmmuas 3aKJajika — KOJ MPOrpaMMbl, TIpeTHAMEPEHHO BHECEHHBIN B MPOTPaMMy C
[ENbI0 OCYIIECTBUTh YTEUKY, H3MEHHTb, OJIOKMPOBATH, YHUUYTOXKHUTH WH(MOPMALUIO WU
VHHUYTOXUTh W MOAU(DUIHMPOBATH TpOrpaMMHOE oOecredeHre HWHQPOPMAIIMOHHON CHCTEMBI
MIEPCOHAIIBHBIX TAHHBIX U (MJTK) OJIOKMPOBATH anmapaTHbie CPEICTBA.

IIporpammHoe (MporpaMMHO-MaTeMATHYeCK0€) BO3AeHCTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICHCTBHUE HAa PECYPChl aBTOMATU3UPOBAHHON MH(POPMAITMOHHON CUCTEMBI, OCYIIECTBIISEMOE C
WCIOJIb30BaHUEM BPEIOHOCHBIX MPOTrPaMM.



PackpbiTHEe NEPCOHAJBHBIX [JAHHBIX — YMBIIUIEHHOE WM CIy4ailHOE HapylleHHE
KOH(HIEHIIMATIbHOCTH MEPCOHATIbHBIX JAHHBIX.

PacnpocTpaHeHue NepcOHAIBHBIX JAHHBIX — JCHCTBUS, HAlpaBICHHBbIC Ha Nepeaavy
NEPCOHANBHBIX JaHHBIX OIPENICJIEHHOMY KpYTy JUI] (Ilepeadya NepCOHaNbHbBIX JaHHBIX) MU Ha
O3HAKOMJICHHE C TEPCOHAIBHBIMU JaHHBIMH HEOTPAHWYEHHOTO Kpyra JIMI, B TOM YHCIE
00HapO/I0OBaHME TMEPCOHAIBHBIX JAHHBIX B CPEACTBAX MAacCOBOW MH(OpPMALMHU, pa3MElICHHE B
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~ CETAX MM  [peloCTaBlIeHHe JocTyna K
HEPCOHAIbHBIM JaHHBIM KaKUM-TTM00 UHBIM CIIOCOOOM.

Pecypc wuHpopManmuoHHOW cHCTEMbI — HMEHOBAHHBIA AJIEMEHT CHCTEMHOTIO,
IPUKJIAJHOTO WM allapaTHOro odecnedeHus pyHKIUOHUPOBAHMS HH(OPMALOHHONW CHCTEMBL.

CpeacTBa BBLIYUCIUTENbHOH TEXHHMKH — COBOKYIHOCTh IPOTPAMMHBIX W TEXHUYECKHX
AJIEMEHTOB CHCTEM OOpaOOTKH JaHHBIX, CIIOCOOHBIX (DYHKIIMOHHPOBATh CAMOCTOSITENIEHO WM B
COCTaBE JAPYTUX CUCTEM.

Cy0bekT aocryna (cy0beKT) — JIMLIO WM MPOLECC, ISHCTBHS KOTOPOTO PErIaMEHTUPYIOTCS
IpaBUJIAMHU Pa3rPaHUYEHUs 10CTYIIA.

TexHuueckne cpeacTBa HHPOPMALNMOHHON CHCTEMbl MEPCOHAIBHBIX JAaHHBIX —
CPE/ICTBA BBIYMCIIUTEILHON TEXHUKH, MH(POPMAIMOHHO-BBIYMCIIUTEIBHbIE KOMIUIEKChI U CETH, CPEACTBA U
CHCTEMBI nepesaud, npuema U oOpabotku [1/[H (cpercTBa M cHCTEMBbl 3BYKO3AIUCH, 3BYKOYCHJIECHUS,
3BYKOBOCITPOM3BEIICHUS, TIEPETOBOPHBIC W TEJICBU3MOHHBIE YCTPOMCTBA, CpEICTBA H3TOTOBJICHUS,
THPKUPOBAHKS JIOKYMEHTOB M JIPyrM€ TEXHUUYECKUE CPEICTBA OOpalbOTKM pedeBOH, Tpadpuyeckoi,
BUJICO- U OyKBEHHO-IIM(POBOM HMH(OPMAINK), MPOrPaMMHBIC CPENICTBA (OIEPAIMOHHBIC CHUCTEMBI,
CHCTEMBI YNpaBJieHusl 0a3aMH JIaHHBIX W T.IL), CPEICTBA 3alUThl MH(POpPMALH, TPUMEHSEMbIC B
MH(POPMALMOHHBIX CHCTEMAX.

TexHuueckuii KaHaJ yTe4YKHM HMH(OPMALMM — COBOKYIHOCTh HOCUTENSI HMH(pOpMALU
(cpenctBa 00pabOTKM), (HM3UUECKON Cpebl pacipoCTpaHeHHss MH()OPMATUBHOTO CUTHANA U CPEJICTB,
KOTOPBIMU JTOOBIBAETCs 3aluIaemMas nH(popMarus.

TpaHncrpaHnyHasi nepefaya MePCOHAJbHBIX JAHHBIX — Iepefada IepPCOHATbHBIX
JaHHBIX oniepatopoMm udepes ['ocynapcrBennyro rpanuny Poccuiickoit denepanuu opraty BJIacTy
WHOCTPAaHHOTO TOCyNapcTBa, (U3MYECKOMY WM OPUAWYECKOMY JIMIy HHOCTPAHHOTO
rocyaapcTBna.

Yrpo3bl 0€30MacHOCTH NMEePCOHATBHBIX AAHHBIX — COBOKYITHOCTH YCJIOBHH M (DAaKTOpOB,
CO3JAIOIMX OMAaCHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CITy4aifHOro, JOCTYIa K MePCOHATBHBIM
JTaHHBIM, PE3YJBTaTOM KOTOPOIO MOXKET CTaTh YHHUTOKEHHE, H3MEHEeHHe, OJIOKUPOBaHHUE, KOMPOBAHUE,
pactpocTpaHeHne MEPCOHATBHBIX JaHHBIX, a TAKXKE WHBIX HECAHKIIMOHMPOBAHHBIX JEHUCTBUM MpU UX
00paloTKe B MHPOPMALIMOHHOW CHCTEME NEPCOHATBHBIX JAHHBIX.

YHHUYTOKEHHEe MEPCOHATbHBIX JTaHHBIX — JCHCTBHS, B PE3yJbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUTbH COJIEPYKAHUE TEPCOHATBHBIX JAHHBIX B HMH(OPMAIMOHHOW CHCTEME MEPCOHATBHBIX
JaHHBIX WA B PE3YJbTaTe KOTOPBIX YHHUUTOXKAIOTCS MaTepHATbHBIE HOCUTEIH IEePCOHATBHBIX
JTAHHBIX.

YTeuka (3ammiaeMoii) nHGpoOpMaNMU MO0 TEXHUYECKHM KaHAJAM — HEKOHTPOIMpPYEMOe
pacnpocTpaHeHre MHPOPMAIMK OT HOCUTES 3alliIiaeMoil HHpopMaIMu depe3 (hHU3UUecKyto cpey 10
TEXHUYECKOTO CPEZICTBA, OCYIIECTRIISIOIIETO TepexBaT HH(pOpMaIH.

YA3BUMOCTB— CIIa0OCTh B CPENICTBAX 3AIUTHI, KOTOPYIO MOKHO MCIIONIB30BATh ISl HAPYIICHHS
CHICTEMBI WM COZIepyKaliericst B Hel nH(opMaItim.

HenocTHOCT, MH(OPMALMH — CIIOCOOHOCTh CpENCTBA BBIYMCIUTEILHON TEXHUKH WA
ABTOMATH3UPOBAHHOM CHCTEMBI OOECIeuMBaTh HEM3MEHHOCTh MH(OpPMAIMU B YCIOBUSIX CITy4aifHOIO
W/WJIM TIPETHAMEPEHHOTO UCKKEHNS (pa3pyIIeHUs ).



OBO3HAYEHUSA U COKPAILIEHUSA

ABC — aHTUBHUpYCHBIE CPEACTBA

AC — aBTOMaTHU3MpOBaHHAsI CUCTEMA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC — BcnomoraresbHble TEXHUYECKHE CPEICTBA U CUCTEMBI
NCTI/1a — nadopmarmoHHas CHcTeMa IMepCOHATBHBIX JTAHHBIX
K3 — konTponmpyemas 30Ha

JIBC — nokasbHast BBIMMCIUTENIbHASL CETh

MD — MexceTeBoi IKpaH

HC/] — HecaHKIIMOHMPOBAHHBIA JOCTYIT

OC — onepatmoHHas cucrema

OY — obpa3oBarenbHOE YUpEKICHHUE.

IT/1H — mepcoHaIbHBIE JAHHBIE

IIMB — nporpaMMHO-MaTeMaTH4eCKOE BO3ICHCTBUE

[1O — nporpammHoe obecrieyeHue

[IOMUH — noGo4HbIe AMEKTPOMArHUTHBIE U3ITyYeHUsI 1 HABOIKU
CA3 — cucrema aHann3a 3alUIIEHHOCTH

C3U — cpeacTra 3amuThl H”HGOPMAITIH

C3IIdu — cuctema (mojcucTema) 3aluThl IEPCOHAIBHBIX JaHHBIX
COB — cucrema oOHapyXeHHUs BTOP)KEHUN

TKVYU — TexHuyeckue KaHaIbl yTeUKU HH(POpMALIU

TC — TexHU4eCcKUE CpeCcTBA

VYBII/IH — yrpo3bl 6€30MacCHOCTH NEPCOHATBHBIX TAHHBIX

AWB — aqmMuHMCTpaTOp MHPOPMALMOHHOM O€30M1aCHOCTH



BBEJIEHUE

Hactosmas Konuenuus undopmanumonnoit OezonacHoctu MCII[H, ucnonb3yemass B
TOCY/IapCTBEHHOM OIO/PKETHOM 001IeoOpazoBaTeibHOM  yupexacHnn Camapckoil oOmactu
cpeanelr obOmeoOpazoBatenbHol mkone NelO ropoackoro oxpyra Yamaesck Camapckoid
obmactu (manee - OVY), sBiseTcst OpUIHATBHBIM JOKYMEHTOM, B KOTOPOM OIpeesieHa CUCTeMa
B3TJIS10B Ha o0ecrieduenne nHpopMamonnoi 6e3onacHoctu OVY.

Hactosmas KoHuenuusi omnpenenser OCHOBHbIE L€ W 3aJayd, a Takxke OOIIyIo
CTPaTEeTUIO MOCTPOCHHUS CHCTEMbI 3anuThl nepcoHanbHbIX AaHHBIX (C3 [1/IH) OY. Konnenmus
orpezieNiieT OCHOBHbIE TpeOoBaHMsS M 0a30Bble MOAXOJbl K MUX pealu3alud ISl JOCTHXKEHUS
TpeOdyeMoro ypoBHs 06€301acCHOCTH HH(POPMAIIUH.

Konnenmus paspaboraHa B COOTBETCTBUM C CHUCTEMHBIM MOJAXOIOM K 00€CHeUYeHUIO
uHpOpMaMOHHON Oe3omacHOCTH. CUCTEMHBIA MOAXOJ MPEAIoaraeT MpoBeACHNUE KOMIUIEKCa
MEPONPUATHA, BKJIIOYAIOIIUX HCCIEeIOBaHUE Yyrpo3 HHGOpMAaUOHHOW Oe30macHOCTH U
pa3paboTky cucrembl 3amuThl 11J{H, ¢ MO3WIIUM KOMIUIEKCHOTO MPUMEHEHHUS TEXHUYECKUX H
OpPraHU3aI[MOHHBIX MEP U CPEJCTB 3AIIUTHI.

[Tox nadopmanmnonHoit 6e3onacHocThio [1/{H MOHMMaeTcs 3aIUIIEHHOCTh EPCOHATBHBIX
TaHHBIX U oOpabatkiBaromiell ux UHAPACTPYKTYPHI OT JHOOBIX CIy4YailHBIX WU 3JI0HAMEPEHHBIX
BO3/ICUCTBUI, Pe3yIbTaTOM KOTOPBIX MOXKET SIBUTHCSI HAHECEHHE yIepOa caMoil nH(popMaIuH,
ee Biazenbiam (cyobektam IIJIH) wim  wuH@pactpyktype. 3amauun  uHGOPMAIMOHHON
0€30MaCHOCTH CBOJATCS K MHUHUMH3AIMHM ymepda OT BO3MOXXHOW peau3ali  yrpo3
6e3omacHoctH [1/]H, a Takke K TPOrHO3ZUPOBAHUIO U MPEAOTBPALLIEHUIO TAKUX BO3JICHCTBUI.

Konnenmus ciayXut OCHOBOM st pa3pabOTKM KOMILIEKCA OpPraHU3allMOHHBIX H
TeXHHUYECKUX Mep 1o obecreyennto wuHPopMannoHHOM Oe3omacHoctu OV, a Takxke
HOPMATHUBHBIX M METOAMYECKHX JOKYMEHTOB, OOECIEeUMBAIOLIMX €€ pealu3aluio, U He
npeJnonaraeT NoaMeHbl (GYHKIIMHI TOCyIapCTBEHHBIX OpraHoB BiacTu Poccuiickoit deneparumy,
OTBEYAOIMX 3a o0ecrneyeHne Oe30MacHOCTH WHGOPMAIMOHHBIX TEXHOJIOTMH U 3alluTy
uH(pOpMaLIUH.

KoHuemnus sBiisieTcst MeTOJ0JI0TrMUECKOW OCHOBOM JIJIS:

(dbopMHpOBaHUS U MPOBEACHUS €MHOIN MOJUTUKU B 00JIacTH obecrieueHusi 6e30MacHOCTH
I11a B UCITH OY;

NPUHATHS YIIPABICHYECKUX PEHICHUH W Pa3pabOTKH MPAKTHYECKUX Mep 1O BOIIIOMICHUIO
nonuTuku Oe3omacHocTH [IJIH W BBIpaOOTKM KOMILIEKCA COTJIACOBAHHBIX MEpP HOPMAaTHBHO-
IIPaBOBOT0, TEXHOJOTHYECKOTO W OPTaHU3allMOHHO-TEXHUYECKOTO XapaKTepa, HallpaBJIeHHBIX Ha
BBISIBJICHHE, OTPAXCHHE W JIMKBUIAIMIO TIOCIEICTBUN pealu3allid Pa3InyHBIX BUAOB Yrpo3
I1]1H;

KOOPJIMHAIIMK JEATENbHOCTU CTPYKTYpPHBIX mojpazaeneHuid OY mpu mpoBeneHUuu padot
nmo pasButuro u okcruryatanuun  WCIIH ¢ coGmogenueM TpeGoBaHmii  oOecriedeHus
oe3omacHoctu I1/1H;

pa3paboOTKN MPEUIOKEHUH TI0 COBEPIICHCTBOBAHWIO IPABOBOTO, HOPMATHBHOTO,
METOAMYECKOr0, TEXHWYECKOI0 M OpraHu3alMoHHOro obecnedenus Oe3zomacHoctu II/lH B
NCIIdu OY.

Ob6nacte mnpumeHeHuss KoHIeNmuu  pacmpocTpaHsieTcss Ha BCe  CTPYKTYpHBIE
noapaznenenus OY, sKCIUTyaTUpyroNMe TexXxHudeckrue u nporpammubie cpenacrBa MCIIIH, B
KOTOPBIX OCYIIECTBISIETCS aBTOMAaTU3UpoBaHHasi oOpaboTka [1/lH, a Takke Ha ToJpa3feneHus,
OCYIIECTBIISIIONINE  CONPOBOXKICHHWE, OOCTyXHBaHWE ©  o0OecreueHHe  HOPMaJbHOTO
¢ynkunonuposanust UCIT/IH.

[TpaBoBoii 0azoif ans pa3paboTku Hactosmed Konuenmmu cioyxar TtpeOoBaHUA

neicTByomuX B Poccnn 3akOHOZATENbHBIX M HOPMATHBHBIX JOKYMEHTOB IO OOECIEUYCHUIO
0e30macHOCTH MepcoHanbHbIX qaHHBIX (IT1H).



1. O01mue MoJI0KEeHUS

Hacrosimas Konnenuus ompezaensieT OCHOBHBIE LENM M 3aauyd, a TaKkKe OOIIyIo
CTpPATeTUIO TIOCTPOCHHUS CHCTEMBI 3alUThl MepcoHanbHBIX gaHHbIXx (C3I[[H) OY, B
coorBercTBUU C [lepeunem MCII/In OY. Konuenuus omnpenenseT OCHOBHbIE TpeOOBaHMS U
0a30BbIe MOAXOABI K HMX pealu3aluu, IS JOCTHXKEHHS TpeOyemMoro ypoBHs 0e30MacHOCTU
uHpOpMaLnH.

C3II/In  npencraBiser co0OOH COBOKYITHOCTh OpPraHU3AallMOHHBIX W TEXHUYECKHX
MeponpuaAThi Uit 3amuThl [IJ[H OT HenpaBOMEPHOrO WM CIy4alHOIO JOCTyNa K HUM,
YHUUYTOXKEHUS, W3MEHEHHUs, OJIOKMpPOBaHMS, KOMHpPOBaHUS, pactpoctpanenus [1J[H, a Taxxke
WHBIX HENIPABOMEPHBIX JEHCTBUN C HUMH.

be3onacHocTh NEPCOHANBHBIX  JIAHHBIX  JIOCTUTAeTCs  IYTEM  HUCKIIIOYEHHUS
HECaHKLMOHMPOBAHHOI'O, B TOM YHCJE CIy4allHOro, JIOCTyla K II€PCOHAJIbHBIM JaHHBIM,
pe3yJIbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXEHHE, U3MEHEHUE, OJOKMpOBaHUE, KOMMPOBAHHE,
pacnpocTpaHeHue NEPCOHAIBHBIX JAHHBIX, @ TAK)KE MHBIX HECAHKI[MOHUPOBAHHBIX JEHCTBUM.

Crpykrypa, cocraB u ocHoBHble (yHkuuu C3II/IH ompexpenstoTcss MCXOIs M3 Kiacca
NUCTIJu. C3IIJIH BxitouaeT OpraHu3allMOHHBIE MEpbl M TEXHUYECKUE CPEICTBA 3aIUThI
uHpopmanu (B TOM uyucie mm@poBalbHBIE (KpuUnTorpadHuueckue) CpeiacTBa, CpeaAcTBa
IPEOTBPALICHUS] HECAaHKLMOHUPOBAHHOIO JOCTYIA, YTEYKHM HH(POpPMALMU O TEXHUYECKUM
KaHaJjaM, IpOrpaMMHO-TEXHHUUECKUX BO3JICHCTBUI Ha TeXHUYECKHE cpeacTBa oopabotku I1/1H),
a TaKk)Ke MCIOJIb3yeMble B MH(POPMAIIMOHHOHN cucTeMe MHPOPMALMOHHBIE TEXHOJIOTHH.

OTH Mepbl IPU3BaHbl 00ECIEUUTh:

KOH(UAEHINATBHOCTH uHpOpMaIUU (3amura oT HECaHKLIMOHUPOBAHHOTO
O3HAKOMJICHHUS);

LeJIOCTHOCTh MH(pOpMaluu (aKkTyaJbHOCTb M HENPOTHUBOPEUYMBOCTh HH(pOpMAlUH, €€
3aIMIIEHHOCTD OT Pa3pyILlIE€HUs U HECAHKIIMOHUPOBAHHOIO U3MEHEHU);

AOCTYNHOCTb MH(pOpMalnu (BO3MOKHOCTb 32 MIPUEMIIEMOE BpeMs MOIYYUTh TPeOyeMyro
UH(POPMALIMOHHYIO YCIIYTY).

Craguu cozmaaus C3I1/IH BKIIFOUAIOT:

OpeANpOeKTHAs CTajus, BKIOYaomas mnpeanpoektHoe obcnenoBanne HWCIIH,
pa3paboOTKy TEXHUYECKOTO (4aCTHOTO TEXHUYECKOI0) 3aJaHMsI Ha €€ CO3/IaHue;

CTaausl MPOEKTUpOBaHUs (pa3paboTku mpoekToB) u peanuzaunu WMCII[H, Bmrouaromas
paszpadotky C3I11n B cocraBe UCII/IH;

cranua BBoja B aelicteue C3II/IH, BKtouaromias ONBITHYIO 3KCIUIyaTallMI0 U IIPUEMO-
CAATOYHbIE UCIIBITAHUS CPEJCTB 3alIUThl MHPOpMalLMH, a Takke oleHKy coorBercTBus WCII/Ix
TpeGoBaHUsAM 0€30MacHOCTH UH(DOPMAIUH.

OpranuzalvoHHbIE MEpPbI MPeAyCMaTpPUBAIOT CO3/IaHUE U MOJJepKaHHE MPaBOBON Oa3bl
oesomacHoctu [1/lH u pa3paboTky (BBeneHHE B JeiCTBHE) TpenycMOTpeHHbIX [lomutukoit
uHpopmarnmonnoit 6ezonacHoctu MCIIJIH crnemyronmux opraHu3almOHHO-PACTIOPSIUTEIHHBIX
JIOKYMEHTOB:

[Tnan meponpusTuii mo odecnedeHuto 3ammuthl [1/1a nmpu ux o6padorke B UCII/IH;

[Topsimok pesepBrupoBaHus U BoccTaHoBIeHUs pabdoTocniocodHocTH TC u 10, 6a3 naHHBIX
u C3U;

JomxHocTHas uHCTpyKIMs agmuauctpatopa MCII/IH B yactu obecrnieueHns 6€30MacHOCTH
[T11 npu ux o6padotke B UCII/H;

JlomkHOCTHAST MHCTPYKIMS agMuHUCTpaTopa 6e3onacHoctr UCTI/H;

HomxkHocTHast nuHCTpyKIus nonb3oBarenas VCII[IH B wactu obecniedeHus O€30MaCHOCTH
IT{x npu ux ob6padotke B UCI1/IH;

NHCcTpyKIMA nmoap30BaTesis Ha Ciiydyaid BO3HUKHOBEHUS! BHEIITATHON CUTYallUH;

TexHnueckue Mepsl 3alllUThl PEATU3YIOTCS IIPY MOMOIM COOTBETCTBYIOIIMX TPOTrPAMMHO-
TEXHUUYECKUX CPEJCTB M METOJOB 3alIUTHI. [lepeueHb HEOOXOAUMBIX Mep 3alluThl HH(pOpMaLIUU
oTpeneNsIeTcs 1Mo pe3yabTaTaM BHyTpeHHel nposepku 6e3onacnoctu UCIIIn OY.



2. 3aga4u cUCTEeMbI 3alIIUTHI NePCOHAJBHBIX TaHHBIX (C3I1/IH)

OcnoBnoii nensto C3I1/IH sBnseTcss MUHUMH3aUUs yniepda oT BO3MOXHOH peau3aiiu
yrpo3 6ezonacHoctu [1/1H.

Jlns  mocTrkeHUss OCHOBHOHM 1enmm cuctema OesomacHoctu I1/ln MCII[IH nmormkHa
obecnieunBath Y PEKTUBHOE pPelICHUE CIEAYIONUX 3a/1a4:

3alUTy OT BMeliareiabcTBa B mpouecc (pyHkuuonupoBanus MCII/IH mocTopoHHUX JHIl
(Bo3MOXkHOCTh ucnonb3oBaHuss AC U JOCTYym K €€ pecypcam JIOJDKHbI HMETh TOJBKO
3aperucTPUPOBAHHBIC YCTAHOBJICHHBIM MOPSAKOM I0JIb30BATENH);

pasrpaHuyeHHe JOCTyNa 3aperuCTPUPOBAHHBIX  IOJb30BATENEl K  alapaTHbIM,
nporpaMMHbBIM B HH(popMaImoHHbIM pecypcam UCITJIH (BO3MOKHOCTh JOCTYMA TOJBKO K TEM
pecypcaM U BBIIIOJTHEHHS TOJBKO TEX ONEpaluil ¢ HUMH, KOTOpble HEOOXOIUMBI KOHKPETHBIM
nosib3oBarensiM MCII/IH A BBIOTHEHUS! CBOUX CIY)KEOHBIX OOS3aHHOCTEH), TO €CTh 3alIUTy
OT HECAaHKLIMOHUPOBAHHOIO JOCTYTIA:

1) x uapopmanuu, nupkymupyromeit 8 UCITIx;
2) K cpelcTBaM BeluUCIUTENIbHON TexHuku UCITIH;

3) k anmapaTHBIM, TIPOTPAMMHBIM M  KPHITOrpagUuecKuM CpEACTBAM  3alllUTHI,
ucnoinbszyembiM B UCTI/TH;

pETUCTpALIMIO JIEUCTBUM TMOJB30BAaTENICH MPH HMCHOJIb30BAHUU 3alIMIIAEMBIX PECYPCOB
HUCII[JH B cuCTEeMHBIX >XypHajaX M IEPUOJUYECKHI KOHTPOJb KOPPEKTHOCTH AEUCTBUN
I10JIb30BATEJIEH CUCTEMBI ITyTEM aHAJIA3a COACPKUMOTO ITUX KYPHAJIOB;

KOHTPOJIb IIEJIOCTHOCTH (0OecrieueHre HEM3MEHHOCTH) Cpe/bl HCIIOTHEHUS [IPOrpaMM U ee
BOCCTaHOBJICHHUE B ClIy4ae HapyLICHUS;

3al0UTY OT HECAaHKUMOHMPOBAHHOW MOAM(UKALMU W  KOHTPOJIb  LIEJOCTHOCTH
ucnonszyembix B MICII[IH mporpaMMHBIX CpEICTB, @ TaKXK€ 3alllUTy CUCTEMbl OT BHEAPEHUS
HECAaHKI[MOHUPOBAHHBIX IPOIPaAMM,;

3amuty IIJIH OT yTeukn mo TEeXHHYECKMM KaHajlaM IHpu ee oO0padoTke, XpaHEHUH U
repeaade 1o KaHajaaM CBS3U;

saumry [1/IH, XpaHumoii, oOpabaTeiBaeMOi M IeperaBaeMOi IO KaHaldaM CBs3H, OT
HECaHKI[MOHMPOBAHHOIO pa3IJallleHNUs WIA UCKaXKCHUS;

o0ecreyeHne >KUBYYECTH KpUOTOrpapUuecKuX CpeACTB 3alIUThl HHGOpMALMM IpU
KOMIIPOMETAIUU YaCTH KIIFOYEBOM CUCTEMBI;

CBOEBPEMEHHOE BBISBICHHE MCTOYHHKOB yrpo3 OesomacHocTH I1/IH, mpuyuH U ycloBuUH,
CIOCOOCTBYIOIMUX HaHeceHUto ymiepba cyobektam [1/[H, co3ganme mexaHu3Ma OMepaTUBHOTO
pearupoBaHus Ha yrpo3bl 6e3onacHocTH [1J{H 1 HeraTUBHBIE TEH/ICHIINH;

CO3JaHME YCJIOBMM Ui MHUHUMH3AIUMM W  JIOKAJIM3alMM HAHOCHMOTO yiepoa
HEMPAaBOMEPHBIMH JICHCTBUAMHM (U3UUECKUX U IOPUIMYECKUX JIMIL, Ocjal0JeHHne HEraTUBHOIO
BIIMSIHUS M TUKBUAALMS TIOCJIEACTBUN HapylieHus 6e3onacHoctu [1/1H.
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3. O0LeKTHI 3aIUThI

3.1. Ilepeuyenb UHPOPMATMOHHBIX CHCTEM

B OV npousBoautcst 06paboTKa MepCOHANBHBIX TaHHBIX ¢ TOMOIIBIO UCTIONB3YeMbIX B OY
NCTI/n.

ITepeuens UCIIIH onpenensercs Ha ocHoBaHMM OTdeTa MO pe3yibTaTaM BHYTPEHHEH
HpOBEPKH (pa3padarbiBaeTcs UHIUBHIYIbHO 1 OV).

3.2. IlepeyeHb 00HEKTOB 3aIIIUTHI

OOBekTaMu 3aImuThl sABIsieTcss nHbopmarus, oopadareiBaemast B UCII/IH, 1 TexHUYeCcKue
cpencTBa ee 00paboTku U 3auuThl. [lepcoHanbHble JaHHbIE, MOAEKAIUE 3aIUTE, ONPEIeICHbI
B [lepeune nepcoHaNbHBIX AaHHBIX, MojIexkanux 3amure B UCITH.

OOBEKTHI 3alTUTHI BKIIOYAIOT CISAYIONINE KOMIIOHEHTHI:

1) O6pabarsiBaemas HHGOPMALIHS.

2) Texuonorudeckas HHMOPMAIHS.

3) IIporpaMMHO-TEXHHYECKHE CPEICTBA 0OPAOOTKH.

4) Cpencrna 3auutsl I1/1H.

5) Kanass! nH(GOPMAIHOHHOT0 0OMEHA 1 TeIeKOMMYHHKAIIHH.

6) OOBeKTH! U IOMeEIEeHNs, B KOTOPBIX pa3MelneHbl KomrnoneHTsl MCITIn.
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4. Knaccudukanus noab3oBareieid UCIIIn

[Tonmp3oBarenem WCIIJIH sBaseTcs AuWI0, ydYacTBymoliee B (YHKIHMOHUPOBAHUU
UH(POPMALIMOHHON CHUCTEMBbl TEPCOHAIBHBIX JaHHBIX WJIM HCIOJNB3YIOUIee pe3yJabTaThl e
¢ynkunonupoBanusi. B OY mnons3oBarenem HWCII[In sBusercs mo6oii cotpyanuk OV,
umeroumit gocryn k MCIIIH u ee pecypcaM B COOTBETCTBUHU C YCTaHOBJIEHHBIM MOPSAKOM, B
COOTBETCTBHUH C €r0 (PYyHKIMOHATBHBIMH 00S3aHHOCTSIMH.

[TonwzoBarenu UCITu B OV nensitca Ha Tpu OCHOBHBIE KATETOPUU:

1) Anmunucrparop UCII[An. Cotpymuuku OY, KOTOpble 3aHHUMAIOTCA HACTPOUKOMA,
BHEJIpEHUEM M compoBoxaeHUuEeM cuctembl. Aamunuctparop MCII[In oGmanmaer criemyronmm
YPOBHEM JIOCTYTIA!

- obmagaer mONHONW uWHPOpMaLMEH O CHCTEMHOM U NPUKIAJAHOM IMPOTPaMMHOM
ob6ecnieuenun UCII/H;

- o0yagaeT moHOM nH(popManren 0 TeXHUIeCKuX cpeactax u koHpurypamnu UCIdH;

- IMEET JIOCTYII KO BCEM TEXHHYECKHM CpeICTBaM 0O0pabOoTKM MH(GOpMAIMHM W JaHHBIM
NCII1n;

- o0najnaeT npaBaMyu KOH(UTypUpOBaHUS U aJMUHUCTPATUBHON HACTPOMKU TEXHUYECKUX
cpeacts UCII/IH.

2) Iporpammuct-pazpadoraux UCIJIn. Corpyauuku OY uam CTOPOHHUX OpPraHH3aIHiA,
KOTOpBIE 3aHMMAIOTCS pa3paboTkoil mporpammuoro obecnedenus. Paspaborunk WCII/In
o0JaaeT cleyoIUM YPOBHEM IOCTYIIA!

- obnmamaer uH@popManue 00 anropuTMax W MporpaMmax oOpabOTKHM MH(POpPMAIMH Ha
NCIIH;

- o0nazaeT BO3MOKHOCTSIMM BHECEHHS OIIMOOK, HEAEKJIApUPOBAHHBIX BO3MOXKHOCTEH,
IPOTPaMMHBIX 3aKJIaJI0K, BPEJIOHOCHBIX Mporpamm B nporpammHoe oGecrneuenne WCIIAH Ha
CTaJ UM ee pa3pabOTKH, BHEAPEHUS U COIPOBOXKACHUS;

- MOXKET pacroJyiarate Jo0bIMH (¢parmMeHTamu uHGopmauuu o Tonojorun MCIIIH u
TEXHUYECKUX cpesicTBax o0paboTku u 3amuThl I1/]H, o6padaTeiBaembix B UCII/IH.

3) Oneparop MCIIJln. Cotpyauuku mompasaeieHuit OV, ydacTBYIONIHX B TIPOLECCE
skcrutyataruu UCTTIa. Onepatop UCIIAH o0namaer cieayrommM ypoBHEM JOCTYyIIA:

- obnagaer BCEMU HE0OXO0IMMBIMU aTpudyTamMu (HampumMmep, napoJiem),
o0ecneunBaroIMMHU JJOCTYI K HEKOTOpoMy noaMHOkecTBY [1/1H;

- pacnonaraet KOH(QUIESHIMAIbHBIMU JaHHBIMH, K KOTOPBIM UMEET JOCTYII.

Kareropuu mosp3oBaTeneit qomkHbI ObITh ompeneneHbl Mt kaxkmoit MCIIOa. JomkHo
OBITh YTOYHEHO pa3/ieJIeHHe COTPYJHHUKOB BHYTPHU KaTeropui, B COOTBETCTBHM C THUIIAMHU
noJib30Barenei, onpeaeneHHbIMU B [lonuTuke nHbopMalmoHHON 6€30M1aCHOCTH.

Bce BbIsiBIeHHBIE TpyNIbl MOJIb30BaTene oTpaxkaiorcss B OrTyere MO pe3yiabTaTam
BHyTpeHHell npoBepku. Ha ocHoBanmm Otuera ompenendroTcsl IpaBa JOCTyNa K 3JIEMEHTam
NCII/Ix nns Bcex rpynn MOJab30BaTeNel U OTpakatoTcsd B MaTpuile JoCTyma Mosib3oBaTeneil K
IT]1n.
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5. OcHOBHbBIE IPUHIUIIBI IOCTPOEHHS CHCTEMbl KOMIJIEKCHOM 3allIMThI HH(pOpMALMHU

[Toctpoenue cucremsr obecneuenuss Oe3zonmacHoctd [IJln B HCIIIan OY wu ee
(GYHKIIMOHUPOBAHHUE JOJDKHBI OCYIIECTBISATHCS B COOTBETCTBHH CO CIICAYIOIIUMH OCHOBHBIMH
MPUHIUTIAMU:

3aKOHHOCTB;

CHUCTEMHOCTb;

KOMILJIEKCHOCTb;

HEIPEPHIBHOCTD;

CBOEBPEMEHHOCTb;

MIPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIICHCTBOBAHUS;

MepPCOHANIbHASI OTBETCTBEHHOCTD;

MHUHUMHU3AIHS TTOJTHOMOYHH;

B3aUMOJICCTBUE U COTPYIHUYECTBO;

THOKOCTh CUCTEMBI 3aIIIHTHI;

OTKPBITOCTh AJITOPUTMOB M MEXaHH3MOB 3aIlIUTHI;

MIPOCTOTA IPUMEHEHUS CPEJICTB 3aIUTHI,

Hay4yHas 000CHOBAaHHOCTb U TEXHUYECKAs peain3yeMOCTh;

CrienMaaIu3amnus 1 mpodecCuOHaIN3M;

0053aTeIbHOCTh KOHTPOJISL.

5.1. 3akonHoOCTH

[Ipeamonaraer ocymiecTBICHHE 3alIUTHBIX Meponpusatuii u paszpadorky C3IIJn OV B
COOTBETCTBUU C JICUCTBYIOIIMM 3aKOHOJATENHCTBOM B oOnactu 3amutel [IJIlH u apyrux
HOPMAaTUBHBIX aKTOB 1O  0e30macHOCTH  WHGOpMAaIlMU,  YTBEPXKIACHHBIX  OpraHaMu
rOCYIapCTBEHHOM BJIACTH U YIPABJIEHUS B IPEAEIaX UX KOMIIETCHIIUY.

[Tonb3oBarenn u obOcmyxkuBaomuid nepconan [IJlu B UCII[n OY ngomxHBI OBITH
OCBEJIOMJICHBI O TOpsAKE paboThl ¢ 3ammmaeMor mHpopmanueir U 00 OTBETCTBEHHOCTH 3a
HapyueHue 3amuTsl 11/1H.

5.2. CUCTEeMHOCTD

Cuctemnsiii moaxon k mnoctpoenuto C3I[Jln OV mnpeamonaraeT y4eT Bcex
B3aMMOCBSI3aHHBIX, B3aUMOICHCTBYIOIINX ¥ U3MEHSIONINXCS BO BPEMEHH 3JIEMEHTOB, YCIOBUH 1
(akTOpOB, CYIIECTBEHHO 3HAYMMBIX JUISI TIOHUMAHHS W PEIICHHUs] TPoOJIeMbl OOecTiedeHus
oe3onacunoctu [1J1a B UCIT/In OY.

[Ipy co3maHuu CHUCTEMBI 3allUThl JOJDKHBI YUWTHIBATHCS BCEe clabble W Haumbosee
ysI3BUMBIE MecTa cucTeMbl o0OpaboTku II/lH, a Takke xapakTep, BO3MOXKHBIE OOBEKTHI U
HaIpaBJIeHUs aTak Ha CUCTEMY co CTOPOHBI HapyuuTenen (ocobenHo
BBICOKOKBTU(DUITUPOBAHHBIX 3JIOYMBIIICHHUKOB), YT TPOHUKHOBEHUSI B PAaCIpECICHHBIC
cuctembl 1 HCJl x undopmaruu. Cucrema 3aluThl JOHKHA CTPOUTHCSA C YUYETOM HE TOJIBKO
BCEX M3BECTHBIX KaHajoB mpoHukHoBeHUs u HCJI k madopmaruu, HO ¥ ¢ y4eTOM BO3MOKHOCTH
MOSIBJICHUS IPUHITUIINATIFHO HOBBIX MyTEH peain3aliuu yrpo3 6€30macHOCTH.

5.3. KommiekcHoOCTD

KommuiekcHoe Ccnoap30BaHNE METOJIOB U CPEICTB 3aIIUTHI IIPEAINONATAET COTIIaCOBAaHHOE
IIPUMEHEHHUE pa3HOPOJHBIX CPEACTB IIPU IIOCTPOCHUU LEJIOCTHOW CHCTEMBI 3allMTHI,
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NEPEKPBIBAIOLIEH BCE CYIIECTBEHHBIE (3HAUMMBbIE) KaHAIbI PeAIU3allii YTPpo3 U HE coleprKalleit
CJ1a0bIX MECT Ha CThIKaX OTJEJbHBIX €€ KOMIIOHEHTOB.

3ammTa I0JKHA CTPOUTHCS SIICTOHUPOBAHO. [l KaXXJ0ro KaHajla yTeuykd HH(pOpMaIuu
U A7 KQKIO0M yrpo3bl 0€30IaCHOCTH JIOJDKHO CYLIECTBOBATh HECKOJIBKO 3AIUTHBIX pyOexeil.
Co3gaHue 3alUTHBIX pyOexkel OCYLIECTBISAETCA C Yy4E€TOM TOrO, YTOOBI JUISl UX IPEOJOJICHHS
NOTEHIMAJIBLHOMY 3JI0yYMBIIUICHHUKY TPeOOBaIMCh NPOQPECCHOHATIBHBIE HABBIKM B HECKOJIBKHX
HEB3aUMOCBS3aHHBIX 00JIaCTAX.

Bremnsas ~ 3ammra  gomkHa  00ecnedMBaThCS ¢buznyeckumu CpeAcTBaMy,
OpraHU3allMOHHBIMU M IPaBOBbIMH Mepamu. OAHMM U3 Haubojee YyKpeIJIeHHbIX pyOexein
IpU3BaHbl ObITh CPEACTBAa KPUNTOIpapUUECKOW 3allluThl, PEeaTn30BaHHBIE C HCIOJIb30BAHUEM
texnonoruu VPN. IlpuknanHoli ypoBeHb 3aIIWThI, YYUTHIBAIOIIUN OCOOCHHOCTH MPEIMETHON
001aCTH, IPECTABISAET BHYTPCHHUN PyOexk 3alUTHI.

5.4. HenpepbiBHOCTD 3amuthl I1/In

3amuta [I/IlH — He pa3oBoe MepompusATHE M HE MPOCTas COBOKYIMHOCTb IPOBEICHHBIX
MEpONPUATHIA U YCTAHOBJICHHBIX CPEJICTB 3alllUThl, @ HENPEPHIBHBIA LeJeHaNPaBICHHbINA
npoliecc, Mpeanosaraliuii NpUHITHE COOTBETCTBYIOIIMX MEp Ha BCEX 3Tanax >KU3HEHHOI'O
nukia UCIT/IH.

NCTI/IH nomKHBI HAXOIUTHCS B 3aLMILEHHOM COCTOSIHMM Ha IPOTSKEHUH BCETO BPEMEHU
uX (YHKIIMOHUPOBaHUA. B COOTBETCTBUU C ATUM NPUHUUIIOM JTOJKHBI IPUHUMATHCS MEPHI 110
HeponyueHuto nepexonaa MCII/IH B He3aUIIEHHOE COCTOSIHUE.

BonbmmHCTBY (QHU3MUECKUX ¥ TEXHHYECKHUX CPEICTB 3alUThl A1 3(PPEKTUBHOTO
BBITIOJIHEHUSI CBOMX (YHKIMI HEOOXOIMMa IIOCTOSIHHAs TEXHUYECKas W OpraHW3alMOHHAS
(aAIMMHHCTpaTUBHAs) MOJJIEP)KKAa (CBOEBpEeMEHHass CMeHa M oOecreueHHe MpPaBUIbLHOIO
XpaHeHUs W MpPUMEHEHMs HMeH, TMaposied, Kiaroded mudpoBaHus, IepeonpeaeacHue
nogHoMounit u T.1.). IlepepbiBbI B paboTe CpeACTB 3allUThl MOTYT OBITH HCIIOJIb30BaHbI
3JIOYMBIIIJIEHHUKAMU JJIs1 aHAJIM3a IPUMEHSEMbIX METOJIOB U CPEACTB 3allUTHI, U1 BHEAPEHUS
CHEIUAJIBHBIX IMPOrPAaMMHBIX W aNIapaTHBIX <«3aKJIaJ0K» M JPYTUX CPEACTB IPEOJOJICHUS
CUCTEMBI 3alUTHI IIOCJIE BOCCTAHOBJIEHUS €€ (PYHKIIMOHUPOBAHHUS.

5.5. CBOeBpeMEeHHOCTh

[Ipeanonaraer ympexaarmuii xapaktep Mep odecneuenus: 0e3omacHoctu [1JlH, To ecTh
MOCTaHOBKY 3adad 1o koMmiuviekcHoW 3amute MCII[H u peanuzauuio Mep obecriedeHHs
6e3onacHoctu [1/IH Ha panHux ctagusx paspabotku VCII/IH B 11eoM U €e CUCTEMBI 3alllUThI
uH(OpPMAIIUU B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIUTHI JOJKHA BECTHCH MapauIeIbHO € pa3pabOTKON U pa3BUTHEM
caMOl 3alMIIaeMoil cHCTeMbl. JTO TMO3BOJIUT Yy4yecTb TpeOoBaHHs OE€30MacCHOCTH NpHU
MPOEKTUPOBAHUU APXUTEKTYpPbl M, B KOHEUHOM cCueTe, co3aarh Oojee 3¢ ¢deKTuBHbIE (KaK MO
3aTpaTaM PecypcoB, TaK U MO CTOWKOCTH) 3aIIUIIEHHbIE CHCTEMBI.

5.6. [IpeeMCTBEHHOCTDH U COBEPIIEHCTBOBAHUE

[IpenmonaratoT HOCTOSTHHOE COBEPLICHCTBOBAHUE MEP M CPEACTB 3alIUThl HHGOpMaIIUU Ha
OCHOBE IIPEEMCTBEHHOCTH OPraHU3aLMOHHBIX M TEXHUYECKUX PELIECHUN, KaIpOBOIO COCTaBa,
ananmza ¢ynknuonupoBanus UCIIJIH 1 ee CUCTEMBI 3alIUTHI C YI€TOM U3MEHEHUI B METO/IaX U
CpeACTBax IMepexBaTa MH(POpPMALUU, HOPMATHUBHBIX TpeOOBaHMN IO 3alUTE, JTOCTUTHYTOTO
OTEYECTBEHHOT'O M 3apyO0EKHOTO OMbBITAa B 3TOH 00JACTH.
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5.7. IlepcoHanbHasi 0OTBETCTBEHHOCTh

[Ipeamonaraer BO3JI0KEHHE OTBETCTBEHHOCTH 3a obOecmedeHue Oe3omacHoctu [/l m
CHCTEMBI UX 00pabOTKH Ha KaXKJI0TO COTPYIHUKA B Ipeenax ero noJHoMounii. B coorBercTBun
C JTUM WPHHIHIIOM pacHpeesiecHne TpaB U OOS3aHHOCTEH COTPYAHUKOB CTPOUTCS TAKUM
o0Opa3om, 4T0oOBI B ciydae JIOOOr0 HAPYIIEHUS KPYr BHHOBHHKOB OBUT YETKO W3BECTCH HIU
CBEJEH K MUHUMYMY.

5.8. IIpuHOMTT MUHUMHM3AUUH TTOJTHOMOYHIA

O3Hayvaer npeaoCcTaBICHUE MOJIB30BATENSIM MUHUMAIBHBIX IIPaB JI0CTYNA B COOTBETCTBUU
C TMPOU3BOJICTBEHHOW HEOOXOAMMOCTBIO, HAa OCHOBE IPUHIUIA «BCE, UYTO HE pa3pelleHo,
3aMpereHo.

Hoctyn k II[lH nomkeH MpemocTaBIsAThCS TOJIBKO B TOM CiIyd4ae M 00beMe, €CIU 3TO
HEO0OXOIUMO COTPYIHUKY JIJISl BBIIOJIHEHUS €TI0 JOHKHOCTHBIX 0053aHHOCTEH.

5.9. B3aumoseiicTBHe 1 COTPYTHHUYECTBO

[Tpenmoniaraer co3manue OJArompusATHOW aTMochepbl B KOJUICKTHBAX IOJAPa3JICIICHUH,
obecneunBaromux  ¢yakuuonupopanne HWCIIJn OV, 18 CHIKEHUS  BEPOSATHOCTU
BO3HUKHOBCHHUSI HETaTUBHBIX JICHCTBUI CBS3aHHBIX C YEJIOBEYCCKUM (PAKTOPOM.

B Takoii oOcTaHOBKE COTPYIHHKH JOJDKHBI OCO3HAHHO COOJIOJIaTh YCTAHOBIICHHBIE
MpaBuJjIa ¥ OKa3bIBaTh COACHCTBUE B JACATEIHHOCTH ITOPA3ACICHUH ATl HH(pOpMAaIIUH.

5.10. I'udkocTh cuctembl 3amuThl I1/H

HpI/IHSITI)Ie MCPbI U YCTAHOBJICHHBIC CPCACTBA 3aIINUTHI, 0COOCHHO B HAYaJbHBIN nepuoa ux
SKCILTyaTauu, MOryT o0OecreunBaTh KaK ‘-IpGSMepHBII\/'I, TaK U HC)IOCTaTOLIHI)II\/'I YPOBCHB 3allIMTHI.
I[J'ISI oOecreyeHsT BO3MOKHOCTU BApbUPOBAHUA YPOBHEM 3allMIICHHOCTH, CPCACTBA 3alIUThI
JOJIXKHBI 06J'Ia,[[aTB OHpeI[eJ'IeHHOI\/’I ruOkocThi0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBJISICTCS B TE€X
ClIydasx, Korga YCTaHOBKY CpPCACTB 3alIUThI HCO6XOI[I/IMO OCYIICCTBJISITH Ha pa60Ta}omy}0
CUCTEMY, HC Hapyllas npouecca €€ HOpMaJIbHOT'O (I)YHI(I_[I/IOHI/IPOB&HI/IH.

5.11. OTKpPHITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIIMThI

CyTb IpHHLHIIA OTKPBITOCTH aJTOPUTMOB M MEXaHU3MOB 3alUTBl COCTOMT B TOM, YTO
3alllUTa HE JI0JKHA 00€CTIeYMBATHCS TOJIBKO 33 CUET CEKPETHOCTU CTPYKTYPHOW OpraHM3aliy U
aNropuTMOB (QYHKIIMOHUPOBAHMS €€ TOJICUCTEM. 3HaHUE aIrOPUTMOB PabOThI CHCTEMBI 3aIIUThI
HE JIOJDKHO J1aBaTh BO3MOXKHOCTH €€ IMpeojofieHus (naxe aBropam). OfHaKO, 3TO HE O3HAYaeT,
4yTO HH(pOpPMaLIKs 0 KOHKPETHOM CUCTEME 3allIUThI TOJIKHA ObITh 00IE0CTYITHA.

5.12. IIpocToTa NPpUMEHEHUSs CPEACTB 3aLUTHI

MexaHu3MBbl 3aIIUTHI JOKHBI OBITh MHTYUTHUBHO MOHSTHBI U MPOCTHI B HCIOJIb30BAHUU.
[TprMeHeHne CpelICTB 3allUThI HE JOIKHO OBITH CBSI3aHO CO 3HAHUEM CHEIHANIbHBIX S3BIKOB UITU
C BBHIMIOJHEHHEM JEHUCTBUH, TPeOYIOIMIUX 3HAYUTEIhHBIX OMOJHUTENBHBIX TPYyA03aTpaT MpHU
00BIYHOM paboTe 3aperuCTPUPOBAHHBIX YCTAHOBIICEHHBIM MOPSIKOM TOJIb30BATENICH, a TaK)Ke He
JIOJDKHO TpeOOBaTh OT TOJB30BATEINSI BBITIOJHEHUS PYTHHHBIX MAJIOMOHSATHBIX €My Oleparui
(BBOJ HECKOJIBKUX TAPOJICH M IMEH | T.1I.).

JlomkHa JOCTUTaThCA aBTOMATH3alMsI MaKCUMAJIBHOI'O YMCJIa ACHCTBUM MOJIb30BaTeNe 1
agmuauctparopos UCII/IH.

15



5.13. HayuyHasi 000CHOBAHHOCTb U TeXHHYECKAasl peain3yeMocTh

WudopmarinoHHble TEXHOJIOTHH, TEXHHUYECKHE M MPOrpaMMHBIC CPEICTBA, CPEICTBA U
Mephl 3alUThl WHPOPMAIUK JOJDKHBI OBITH PEaIn30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHSA
HAayKM W TCXHHUKH, HAYUHO 06OCHOBaHbI C TOYKH 3pCHHUA HOOCTHKCHHUA 3aJaHHOTO YPOBHSA
0€e30I1acHOCTH I/IHq)OpMaHI/H/I U OOJDKHBI COOTBCTCTBOBATHL YCTAHOBJIICHHBIM HOpMaM H
TpeboBanusM 1o 6e3omacuoctu [1/1H.

C3I1In momkHa ObITh OPUCHTUPOBAHA HA PEIICHHS, BO3MOXHbBIC PHUCKH U KOTOPBIX H
MEpbl IPOTHUBOJCHCTBHS OSTHM pUCKaM MPONUIM BCECTOPOHHIOK TEOPETHUYECKYIO |
NPAKTHYECKYIO POBEPKY.

5.14. Cnenuajau3anusi 1 mpopeccuoHaTN3M

[Ipenmonaraer mnpuBiIeYEHHE K pPa3pabOTKE CPEACTB M peaju3alld Mep 3allUThI
uH(pOpMalLUU ClIEUHUaIN3UPOBAHHBIX OpraHu3alui, HauOoJiee MOArOTOBIEHHBIX K KOHKPETHOMY
BUJY J€ATENbHOCTU M0 olecnedeHuto Oe3omnacHocTu [IJ[H, MMEIOLMX OMNBIT IMPAKTHYECKOMN
paboThl ¥ TOCYAAPCTBEHHYIO JUIIEH3UIO Ha MPaBO OKa3aHUs YCIYT B 3TOM obnactu. Peanuzanus
QIMUHUCTPATUBHBIX MEpP U OJKCIUIyaTallMsi CpPEACTB 3alIUThl JOJDKHA OCYIIECTBIATHCA
npodeccuoHanbHO MOATrOTOBICHHBIMU crieruanuctamu OVY.

5.15. O6s13aTeIbHOCTH KOHTPOJISA

[Tpennonaraer 06s3aTEILHOCTh U CBOEBPEMEHHOCTb BBISBICHUS M MPECEUYEHUS IMONbBITOK
HApyIICHUS YCTAaHOBJICHHBIX TpaBWil obOecredeHuss Oe3omacHoctd IIJ[H Ha ocHOBe
UCTIOJIB3YEMBIX CHCTEM M CPEJICTB 3alIUTHl HHPOPMAIIUH TPU COBEPIICHCTBOBAHUH KPUTEPUEB U
METOJI0B OLEHKH 3(P(HEKTUBHOCTHU 3TUX CUCTEM U CPEJCTB.

KoHTponb 3a AeATEIbHOCTBIO JIIOOOrO MOJIb30BATEINsA, KaXKJIOro CPEACTBAa 3alIUTHl U B
OTHOILIEHUH JII0OOOT0 O0BEKTa 3allUThl JOJHKEH OCYIIECTBIATbCS HAa OCHOBE NPUMEHEHMS
CPEICTB  ONEPAaTUBHOTO KOHTPOJSI M  pPErUCTpalMd M JOJDKEH  OXBaThlBaTh  Kak
HECaHKLIMOHMPOBAHHbIE, TAK U CAHKIIMOHUPOBAHHBIE AEUCTBHS M1OJIb30BATEIEH.
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6. Mepbl, MeTOABbI M CPeICTBA 00ecnedeHns TPeOyeMOro yPpoBHs 3alIMIIIEHHOCTH

Obecrieuenne  TpeOyeMOro ypoBHS — 3alIUIIEHHOCTH  JIOJDKHO — JIOCTHTaThCsi €
UCTIOJIb30BAaHUEM MeEp, METOJOB M CpeACcTB Oe3omacHOCTH. Bce Mepbl obecnedeHus
6e3onacnoctu UCII/IH noapa3aenstoTcs Ha:

3aKOHOJaTebHbIE (TIPaBOBBIE);

MOpPaJIbHO-3THYECKUE;

OpraHu3alMOHHbIE (aAMUHUCTPATHUBHbIE);

busznveckue;

TEeXHUUYECKUeE (amnmapaTHbie U MpOorpaMMHbIE).

[lepeuenr BbIOpaHHBIX Mep oOecriedeHus 0Oe30MacHOCTH oTpaxkaercs B Ilnane
MEPOTPHUATHIA 10 00ECTICYCHHIO 3aIUTHI IEPCOHATBHBIX TAHHBIX.

6.1. 3akoHoaaTeIbHbIE (IPABOBbIE) MePHI 3aIIUTHI

K mnpaBoBeIM MepaM 3alMTBl OTHOCSTCS ACHMCTBYIOLIME B CTPaHE 3aKOHBI, yKa3bl U
HOpMaTHUBHBIE aKThl, periJaMeHTHpyolre npasuia odpamenus ¢ I1/[H, 3akpenstonue npasa u
0053aHHOCTH YYaCTHMKOB MH(OPMAIMOHHBIX OTHOILIEHMH B mpolecce ee 00paboTku U
MCIIOJIb30BaHUs, a TAKKE YCTaHABJIMBAIOIIKME OTBETCTBEHHOCTb 3a HAPYIICHHs STHX IIPABUIL,
IOPEMATCTBYS. TEM CaMbIM HENpaBOMEpPHOMY ucnoas3oBaHuto I[J[H u  saBisromumecs
C/IEP’KUBAIOLIMM (DaKTOPOM ISl HOTECHIMATIbHBIX HApYLIUTEICH.

[IpaBoBBIE MeEpHI 3alUTHl HOCAT B OCHOBHOM YIPEXKIAIOMNNA, MPOQUIAKTHISCKUNA
XapakTep W TPeOYIOT TIOCTOSHHOW pa3bsICHUTENBHOW pabOThl C MOJIb30BATEISIMH U
00CIIy’)KUBAIOIIUM [IEPCOHATIOM CHCTEMBI.

6.2. MOpaJ'IbHO-Z)TI/[‘-leCKI/Ie M€EPLI 3alIUThI

K MopanbHO-ITHUECKMM MepaM OTHOCATCS HOPMBI NOBEAEHHUS, KOTOPBIE TPaJULMOHHO
CJIOKWJIMCh MU CKJIA/IbIBAIOTCA 10 Mepe pacnpocTpaHeHuss OBM B ctpane uinm oOuiecte. U
HOpMBI OOJIBIIEH YacThIO HE SIBJIAIOTCSA O0s3aTENbHBIMU, KaK 3aKOHOJATENbHO YTBEP)KACHHBIE
HOPMATHBHBIE AaKTbhl, OJHAKO, MX HECOOJNII0JIeHHE BeleT OOBIYHO K MaJCHHUI0O aBTOPUTETA,
IPECTHIKA YeJI0BEKa, IPYIIIbI JIMI WK OpraHu3aiui. MopanbHO-3THYECKHE HOPMBI OBIBAIOT KaK
HenucaHble (HampuMep, OOIIETPU3HAHHBIE HOPMBI YECTHOCTH, MAaTPUOTU3MA M T.I.), TaK U
NUcaHble, TO €CTh 0()OPMIICHHBIE B HEKOTOPBIN CBOJI (YCTaB) MPaBUJI WJIM IPEATUCAHUI.

MopanbHO-3TUYECKHE MEpbl 3alIUThl SBISAIOTCA TNPOPMIAKTUYECKUMU U TPeOyrOT
MOCTOSTHHOW paboThl 1O CO3JAaHMIO 3J0POBOTO MOPAJBHOTO KiIUMaTa B KOJUJIEKTHBAX
nojapasaeineHuid. MopanbHO-3TUYECKUE MEPBI 3allUThl CHUKAIOT BEPOSTHOCTH BO3HUKHOBEHUS
HETraTUBHBIX JCHCTBUH, CBA3aHHBIX C YEJIOBEYECKUM (DAaKTOPOM.

6.3. Opranu3zainuoHHbie (A IMMHUCTPATHUBHBbIE) MePbI 3AIIUThI

OpranuzanyonHbsle (aAMMHUCTPATUBHBIE) MEPHI 3aLUTBHl — 3TO MEPHI OPraHU3aLMOHHOTO
XapakTepa, perjameHTHpytomue mpoueccel (yHkunonuposanus WCII/IH, wucnonb3oBaHue
pecypcoB UCII[H, pmesaTenpbHOCTh OOCTY)KMBAIOIIETO TMEPCOHANIA, a TaKXkKe TMOPSJIOK
B3auMoieiicTBusl moibp3oBareneid ¢ UCII[H Takum 00pa3om, 4TOOBI B HAMOOJBINEH CTEMEHU
3aTPYOHUTh WM HCKIIOYUTh BO3MOXKHOCTh pealu3alMi yrpo3 0Oe30MacHOCTH WM CHU3UTH
pa3Mep NOoTeph B CiIydae UX peaau3aluu.

I'maBHas Lenb aAIMUHUCTPATUBHBIX MEP, IPEANPUHUMAEMBIX Ha BBICIIEM YIIPaBJIECHYECKOM
ypoBHe — chopmupoBarh llomutuky uHpOpmanmonnoit OezomacHoctu 1[I (oTpakaromryro
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noaXoAbl K 3ammuTe WHpopMmanuu) u o0eCleunuTh €€ BBINOJHEHHE, BBIICTAS HEOOXOIUMbIC
pPECYPCBHI M KOHTPOJIUPYS COCTOSTHUE JIEI.

Peanuzanus [Tomutuku napopmannonnoit 6e3onacuoctu I1/Jn B UCII[IH coctout u3 mep
aJIMAHUCTPATHBHOTO YPOBHS M OPraHU3aMOHHBIX (IPOIETyPHBIX) MEp 3aIIUTHI HHPOPMALIUH.

K aaMuHHMCTpaTMBHOMY YpPOBHIO OTHOCSTCS pEIIEHHUS DPYKOBOJACTBA, 3aTPAaruBaroLIUe
nestenbHocTh MCITIH B menom. OTH pemenus 3akpemsitores B [lonutnke nHGOpMamoHHON
6e3onacHocTy. [Ipumepom Takux pereHui MoryT ObITh:

IOPUHATHE pelieHuss O (OPMHUPOBAHUU WIM NEPECMOTPE KOMIUIEKCHOW NpOrpaMmbl
obecnieuenus 6e3onacHocty [1/1H, onpenesieHue OTBETCTBEHHBIX 3a €€ peaIn3altio;

(dopMmynupoBaHue LieNel, IOCTaHOBKA 3ajlad, OIpPEeICHUE HAlpaBJICHUH JesITelbHOCTH B
obnactu 6e3onacuoctu [1]1H;

NPUHATHE PEIICHUH MO BONpPOCaM peaju3ali MPOrpaMMbl 0€30MaCHOCTH, KOTOpHIC
paccMmartpuBarorcs Ha ypoHe OV B 11e510M;

obecrieueHre HOPMATUBHOM (ITPaBOBOI ) 0a3bl BOIPOCOB OE30MMACHOCTH U T.1I.

[TonuTHKa BEpXHEro ypoBHS JOJDKHA YETKO OYEPTUTH chepy BIMSHUSA U OTPAHUYEHUS IIPU
onpenenenuu ueneit 6esomacHocty I1/[H, ompenenuTs KakuMH pecypcamu (MaTepUalibHBIE,
HepcoHan) OHM OyOyT IOCTUTHYTHI M HAaWTH pPa3yMHbIM KOMIIPOMHCC MEXIYy NpHEMIIEMbIM
ypOBHEM 0e3011acHOCTH U (pyHKLIHOHAIbHOCTBbIO MCTI/IH.

Ha opranuszanmoHHOM ypOBHE ONPENEINIAIOTCS MPOLEAYpPhl U MpaBUiIa JOCTUKEHUS Lienei
u pemreHus 3aaa4 [lomutuku napopmanronnoit 6ezomacHocty 11J{H. DTH paBuIIa onpenensior:

KakoBa 00JIaCTh MPUMEHEHUs MOMUTHKU Oe3onacHocTH [1]H;

KaKOBBI POJIU M 00513aHHOCTHU JOJKHOCTHBIX JIMII, OTBEYAIOLIUE 3a [IPOBEIEHUE MMOTUTUKH
6e3onacHoctu [1/1H, a Takke UX YCTaHOBUTb OTBETCTBEHHOCTb;

KTO UMeeT IpaBa gocryna K I1/1H;

KaKMMHU MepaMH U cpeicTBaMu obecnieunBaeTcs 3ammra [1/1H;

KakKMMU MepaMH M CpPe/ICTBaMH 00ECIeYrnBaeTCsl KOHTPOJIb 3a COOIIOJACHUEM BBEIEHHOTO
pexuma 6e30MacHOCTH.

OpraHuzalvoHHbIE MEPbI TOJIKHBI:

IpelycMaTpuBaTh  PErJIaMEHT  HMH(OPMALIMOHHBIX  OTHOIIEHUM,  HCKJIIOYAIOIIUX
BO3MO>XHOCTh HECAHKI[MOHUPOBAHHBIX JEHCTBUI B OTHOLIEHUH OOBEKTOB 3aLUTHI;

ONpeAeNATh KOAIMIMOHHBIE W HEpPAPXMUECKHE MPHUHLIMIBI M METObl pa3rpaHUYCHUS
nocryna K [1/1x;

OnpeneNaTh MOPSJ0K paboThl C NPOrpaMMHO-MAaTEMAaTHYECKMMU M TEXHHUUYECKUMHU
(armmapaTHBIMH) CPEJCTBAMU 3AIIUTHI U KPUNITOZALIUTHI M JPYTUX 3aLUIUTHBIX MEXaHU3MOB;

opranu3oBarb  Mepbl  nporuBoxedctBus  HCJI  monw3oBaTenssMu  Ha  3Tamax
ayTeHTU(UKalUY, aBTOPU3aLUHU, HJIEHTU(UKALWU, OOECHEeuMBaIOIIUX TapaHTUU peaTu3aluu
IpaB U OTBETCTBEHHOCTH CYObEKTOB MH()OPMALIMOHHBIX OTHOLIEHUIA.

OpranuzalvoHHbIe MEPHI I0JKHBI COCTOSATh U3:

[lopsinka pmomycka COTPYAHHMKOB K  ucnonb3oBaHuio pecypcoB HCIIAn OV
(Pazpemutenbhas cuctema nocryna K [1/1H);

Wuctpykuuit  nons3oBareneit MCIIJIn (agmunuctpatopa MWCII[IH, aamuHHMCcTpaTOpa
6e3omacHocTH, oneparopa MCII/InH);

MHCTpyKIIMY NI0JIB30BaTENS IPH BO3HUKHOBEHUY BHEIUTATHBIX CUTYALUH.

6.4. ®uznyeckue Mepbl 3aMUTHI

Ouznyeckue Mepbl 3alIUThl OCHOBaHbI Ha NMPUMEHEHHHM PA3HOTO pPOJa MEXaHHMYECKHX,
JNEKTPO- WM  DJIEKTPOHHO-MEXAaHMYECKHX YCTPOMCTB M COOPY)KEHUH, CHEelHaIbHO
NpelHa3HAYeHHBIX JJS CcOo3/JaHusl (U3MUECKHUX TMPENATCTBUH Ha BO3MOXHBIX MYTAX
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MIPOHUKHOBEHUs M JOCTYyIla MNOTCHIHMAIBbHBIX HAapyIIUTENEHd K KOMIIOHEHTaM CHUCTEMBI U
3aluIIaeMoil nHpopMalnH, a TaK)Ke TEXHUYECKUX CPEICTB BU3yaJIbHOTO HAOIIOAEHUS, CBA3H U
OXPAaHHOM CUTHAIU3ALUU.

duznyeckas 3aluTa 31aHul, TOMEIIEHUH, 00bEKTOB U CPEICTB MH(DOPMATH3AINH JTOJDKHA
OCYILECTBIATHCS NYTEM YCTAHOBJICHHS COOTBETCTBYIOUIMX IIOCTOB OXpPaHbl, C IOMOIIBIO
TEXHUYECKUX CPEJICTB OXPaHbl WM JIFOOBIMH JPYTHUMHU CIOCOOAaMU, MPEAOTBPAIIAOIIUMU WIN
CYILIECTBEHHO 3aTPYAHSIOIIMMHA IPOHUKHOBEHUE B 3[aHUE, TOMEIIECHHUs IOCTOPOHHUX JIUII,
XUIIeHWe MH()OPMAIMOHHBIX HOCHUTENEH, caMHX CpelCTB MH(POpMATH3AIUHU, HUCKIIOYAIOIIUMU
HAXO0XJ/ICHWE BHYTPU KOHTPOJIUPYEMOi (0OXpaHsIeMOi) 30Hbl TEXHUYECKUX CPEJICTB Pa3BEAKH.

6.5. AnnapaTHo-nporpaMMHble cpeacTBa 3amuThl [11H

TexHuueckue (anmapaTHO-MPOTrpaMMHbBIE) MEphl 3alIUThl OCHOBAHbI Ha HCIOJIb30BAHUU
Pa3IMYHBIX IEKTPOHHBIX YCTPOMCTB U CHELHANIbHBIX NporpamMm, Bxoadumx B coctaB UCII/IH u
BBITMOJTHSIONINX (CAMOCTOATEIBHO WM B KOMILIEKCE C APYTUMHU CPEICTBAMU) (DYHKIMU 3aIIUTHI
(upeHTH(UKAIUIO U ayTeHTH(UKALMIO TMOJB30BaTENCH, pasrpaHUYeHHuEe JOCTyNa K pecypcam,
PErUCTpalfio COOBITU, KpUNITOrpaguuecKoe 3aKphITHe HHHOPMALIUU U T.1.).

C yderom Bcex TpeOoBaHMiA 1 MpUHIUTIOB oOecrieueHus 6ezonacuoctu [1/1n 8 UCIT/IH 1o
BCEM HaIPABJICHUSAM 3aIIUTHI B COCTaB CUCTEMbI 3aIIUTHI TOJKHBI OBITh BKIIFOUEHBI CIEAYIOLINE
cpencTBa:

cpenctBa uaeHTuuUKanuu  (OMO3HABaHUs) M ayTeHTU(UKAMU  (TIOATBEPKICHUS
noyinHHOCTH ) nofib3oBarened UCIx;

CpeIcTBa pa3rpaHUYEHUs JIOCTYNA 3aperduCTPUPOBAHHBIX IOJIB30BATENEH CHUCTEMBI K
pecypcam UCIIIu OY;

cpenctBa oOecrneYeHuss U KOHTPOJS IENOCTHOCTH MPOrPaMMHBIX W HMH(GOPMAIMOHHBIX
pecypcos;

CpeZCTBa ONEPATUBHOTO KOHTPOJISI U PETUCTPALIMU COOBITHI 0€30MacHOCTH;

Kpunrorpaduueckue cpeactna 3amursl [1/1H.

VYcnemHoe nNpUMEHEHHWE TEXHUYECKUX CpEACTB 3allUThl Ha OCHOBAaHUM TMPUHIUIIOB
(pa3gen 5) mpenmnoJiaraeT, 4To BBINOJHEHHE MEPEYUCICHHBIX HMXKE TpeOOBaHHMM obecreueHo
OpraHU3al[MOHHBIMH  (aIMUHUCTPATUBHBIMH) MEpaMH U HCIHOJb3YyeMbIMU (PU3NUECKUMU
CPEICTBAaMU 3aLIUTHI:

obecrieueHa pusnyeckas 11ea10cTHOCTh Bcex komnoneHT UCIIIx;

Kaxaplii coTpynHuk (momb3oBarens MCII[H) wnm rpynma mnosb3oBaTeneil  umeer
YHUKQJIbHOE CHCTEMHOE HMS M MHUHUMAaJbHO HEOOXOAMMBbIE JUISl BBIOJHEHUS HMM CBOMX
(GYHKIMOHATIBHBIX 0053aHHOCTEH MOTHOMOYUS 10 IOCTYITY K pecypcaM CUCTEMBI;

B UCTI[In OV pa3paboTka u oTJiajgka mporpamm ocymiectsisgercs 3a npeaenamu UCII/IH,
Ha MCIBITATENbHBIX CTEH/IAX;

BCE U3MEHEHHUs KOH(QUTypalMM TEeXHUYeCKMX U nporpamMmubix cpeacts MWCIIIx
IPOU3BOJIATCSL CTPOTO YCTAHOBJIEHHBIM MOPSAKOM (PETrHMCTPUPYIOTCS U KOHTPOJIUPYIOTCS)
TOJBKO Ha OCHOBAaHUH PaCMOPsKeHUH pykoBoacTBa OV

ceTeBoe 000pyoBaHME (KOHIIEHTPATOPbI, KOMMYTATOPhI U T.II.) pacHojaraercs B MecTax,
HEJOCTYIHBIX I MOCTOPOHHUX (CMEUATbHBIX TOMELIEHUX, mKadax, U T.I1.).

cnenuanuctamMu OY OCyIIECTBIISIETCS HENPEPHIBHOE YIPABIECHUE U aAMUHHCTpaTHUBHAs
nojaJepKKa (QyHKIMOHUPOBAHUS CPEACTB 3aIIUTHI.
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7. Konutpoab 3¢ dexktuBHocTu cuctembl 3amutbl UCITIn OY

Kontpoib s3¢dpexruBrocTr C3I1/IH 10KEH OCYIIECTBIACTCS HA MEPUOINIECKON OCHOBE.
[lenpto kOHTpOJNsE A(P(HEKTUBHOCTH SIBISICTCS CBOCBPEMEHHOE BBISBICHUE HEHAICKAIINX
pexxumoB pabotel C3I1/IH (OTKIIOYEHHE CPENCTB 3allUThl, HApyIIEHHUE PEKUMOB 3aIIUTHI,
HECAHKI[MOHUPOBAHHOE HW3MEHEHUE pEXKMMa 3alllUThl W T.[.), TPOTHO3UPOBAHUE aTaKk W
NPEBEHTHBHOE pearnpoBaHKe Ha HOBbIE Yrpo3bl 6e3omacHocTu [1/1H.

KoHTposib MOXET MpOBOAMTHCA Kak anaMuHHcTpaTopamu ©Oe3omacHoctn MCII/IH
(omepaTUBHBIA KOHTPOJIb B mporiecce uHbopmamnronHoro zaumopeiictus B MCII/IH), Tak u
MPUBJIEKAEMBIMH ISl STOW 1€ KOMIIETEHTHBIMH OpPraHU3alUsIMH, UMEIOIIMMHU JIMLICH3UIO Ha
3TOT BUJ JiesITenbHOCTH, a Takke DCTIK Poccun u ®Ch Poccuu B peennax ux KOMIETEHIIUH.

KOHTpOIb MOXET OCYHIECTBIATHCS aIMUHUCTPATOPOM O€30MacHOCTH KaK C IOMOIIBIO
MITAaTHBIX CPEJCTB CUCTEMBI 3amuThl [IJ[H, Tak W C MOMOIIBIO CHEIUATBHBIX MPOTrPaMMHBIX
CPEJICTB KOHTPOJIS.

Onenka 3¢ pextuBHOCTH Mep 3amuThl [1/[H MPOBOIUTCS ¢ HCIIOB30BAaHHEM TEXHUYCCKUX
U TIPOrPaMMHBIX CPEICTB KOHTPOJISL Ha MPEAMET COOTBETCTBUS YCTAaHOBIEHHBIM TPEOOBAHUSIM.
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8. Cepnbl oTBeTCTBEHHOCTH 32 Oe3onacHocTh I1/IH

OTBeTCTBEHHBIM 3a Pa3pabOTKy Mep W KOHTPOJb Haj o0ecredyeHrueM O0e30MacHOCTH
NEPCOHANBHBIX JTAHHBIX SIBIISETCS aJIMUHUCTpaTop HMH(OpMAIMOHHON Oe3omacHoCTH (nanee -
AWDB), naznauaemsblil npukasom gupekropa OVY.

Cdepa orBerctBenHocTH AWDB BKIIOYAeT ClEAYIOIIME HAIMpPaBICHUS OOECIICUCHUs
oe3omacHoctu I1/1H:

[TnanupoBanue u peanuzaius Mep 1o odecrneueHuto 6ezomacuoctu [1/1H.

Amnanu3z yrpo3s 6e3omacuoctu I1/]H.

Pa3pabotky, BHeIpeHHEe, KOHTPOJIb UCIIOJIHEHUS U MO IepKAHUE B aKTyaJIbHOM COCTOSIHUH
MOJIMTUK, PYKOBOJCTB, KOHUEMNIMM, MpoLeayp, perjiaMeHTOB, WHCTPYKUUA U JPYrux
OpPTraHU3AIMOHHBIX JJOKYMEHTOB 110 00ECTICUeHUI0 OE30TaCHOCTH.

KonTpons 3amumennoctu UT-ungpacrpykrypst OV ot yrpo3 Ub nmyrem.

OO0yuenne u wHbopMupoBanue mnoibszoBareneid UCIIIH o mopsake pabdotel ¢ I1/Ja u
CpeACTBaMH 3aIIUTHI.

[IpenoTBpamienre, BBbISBICHHE, pearkpoBaHUE U paccielOoBaHHWE  HapyIICHUH
oesomacuoctu I1/1H.

He pexe omHoro pasa B KkBapTan (a 0Opu HAIUYUKM HEOOXOJUMOCTH M Yalle)
uH(popMupoBanue pykoBoacTBa OY o cocTosHUU HH(GOPMAIIMOHHON 0€30M1aCHOCTH.

[Tpu B3auMOJEHCTBHM CO CTOPOHHMMH OPraHU3AlMSIMU B CIy4asX, KOT/Ia COTPYAHHUKAM
OTHX OpTraHW3alluil TPEJOCTaBISACTCS JOCTYNl K OOBeKTaMm 3ammthl (pasmen /3/), ¢ ITuMu
OpraHu3alsIMH JOJDKHO ObITh 3akimroueHo Cornamenne O KOH(UIACHIMAIBHOCTH, JIMHOO
Cornamenue o coOmoaeHnn pexxuma OezomnacHoctu [1J[n npu Bemonnenuu padot B MCII/H.
[ToarotToBka THUINOBBIX BapHMAHTOB JTHX COIVIAIIEHUH OCYLIECTBISETCS COBMECTHO C
IOpunuveckuM oTaenoM.
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9. Moneab HapymmTeas 6e301acHOCTH

ITox napymmrenem B OY NOHMMAETCs JULO, KOTOPOE B PE3yibTaTe YMBIIUICHHBIX WU
HEYMBIIIJICHHBIX JICUCTBUN MOXKET HAHECTH yIiepO o0beKTaM 3amuThl (paszaen /3/).

Hapymmrenun mnoapaszpenstorcs no npuszHaky npuHamiexHoctd Kk MCII[AH. Bcee
HapYIIUTEIH JEIATCS Ha JIBE TPYIIIIbL:

® BHCIIHUE HApyIIUTEIN — (QU3WYECKUE JHIA, HE HMEIOLIMe MpaBa MpeObIBaHUS Ha
TEPPUTOPUN KOHTPOJIIMPYEMOH 30HBI, B THpeleNax KOTOpOH pa3Memnaercss 00opynoBaHHE
NCTIH;

® BHYTPEHHUE HApyIIUTEIN — (PUINYECKUE JUI[a, HUMEIOLIME MpaBO MpeObIBaHUS Ha
TEPPUTOPUN KOHTPOJIMPYEMOH 30HBI, B THpelenax KOTOpOH pasMemniaercss 00opynoBaHHE
NCTI/n.

Knaccudukanus HapymuTeneld mnpencraBieHa B Mojgenn yrpo3  0€30MacHOCTH
nepcoHanbHbIX HaHHbIX MCI/H.
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10. Moaeasb yrpo3 6e30macHOCTH

Hnsa UCITOa OV BbIIEIAIOTCS CIAEAYIOINIME OCHOBHBIC KAaTErOPUU YIpo3 OE30MacHOCTH
NEPCOHAIBHBIX JaHHBIX:

YTIpo3bl OT YTEUKH 0 TEXHUYECKUM KaHAJIAM.

YTpo3bl HECAaHKIMOHUPOBAHHOTO IOCTYIA K HH(POPMALIUU:

- Yrpo3bl yHUUYTOXEHHUs, xuileHus anmapaTHeix cpeacts  MWCIIJIn  HocuTenei
uHpopManuu myTeM ¢puszndeckoro aocryna k anementam UCIIIH.

- Yrpo3sl XMILIEHUS, HECAaHKUMOHUPOBAHHOW MoauduKaluu Wi  OJIOKUPOBAHUA
uHpopManuu 3a cyer HecaHKuuoHupoBaHHoro pocryna (HCJl) ¢ nmpumeneHuemM mporpaMMHO-
anmapaTHbIX M MPOTrPaMMHBIX CpPEACTB (B TOM YHKCJIE MPOrpaMMHO-MaTeMaTHYEeCKHX
BO3JICUCTBHIA).

- Yrpo3bl HENpeAHAMEPEHHBIX ACMCTBUM MOJb30BaTeNed W HapylleHUH Oe30MacHOCTH
dbyukunonuposanust UCIT/In u C3I1/IH B ee cocTaBe u3-3a cO0EB B MPOTrPaMMHOM OOECIICUEHUH,
a Takke OT yrpo3 HEaHTPOHoreHHoro (cOoeB ammapaTypbl H3-3a HEHAJIEKHOCTU 3JIEMEHTOB,
cO0eB DIEKTPONUTAHUSI) U CTUXUHHOrO (yAapoB MOJIHUMN, IMOXKApOB, HABOJAHEHUW H T.IL.)
XapaKTepOB.

- Yrpo3bl IpeIHAMEPEHHBIX IEUCTBUI BHYTPEHHUX HApYILIUTEICH.

= prOBH HCCAHKINMOHHUPOBAHHOI'O AOCTYIIA I1IO KaHaJlaM CBA3HU.

Ornucanue yrpo3, BEpOSITHOCTh UX peali3allii, OMaCHOCTh M aKTyaJIbHOCTb MPEICTABICHBI
B Mogenu yrpo3 6e3onacHoctu nepconanbHbix qanubix UCIH.
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11. Mexanu3m peanuzanuu Konuenuuu

Peanuszanus KoHuenum gomkHa OCYIIECTBISATHCS HA OCHOBE NEPCIIEKTUBHBIX IPOrpaMM
¥ TJIAaHOB, KOTOPBIE COCTABIISAIOTCS HA OCHOBAHUU M BO HCIIOJIHEHHE:

denepanbHBIX 3aKOHOB B O0ylacTH oOecredeHus HH(POpPMAIMOHHONW Oe30MacHOCTH U
3alUThl HH()OpMAIIH;

nocranosyienuil [IpasurenscrBa Poccuiickon @enepanny;

PYKOBOJSIINX, OPraHU3AIIOHHO-PACIIOPSIUTEIBHBIX W METOAWYECKUX JIOKYMEHTOB
®OCTOK Poccun;

notpednocteit UCII/IH B cpeacTBax obecredeHus 0€301macHOCTH HHGOPMAITUH.
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12. Oxupnaemplii 3¢ dexT oT peanuzanuu Konuenmun

Peammzanms Konnenmuu 6e3onacuoctu I[1/n B UCITIH mo3BosuT:

OLIEHUTHh cocTosinue OezonmacHoctu wuHpopmanmu MCIIJIH, BBIIBUTP HCTOYHUKHU
BHYTPEHHUX U BHEIIHUX YIpo3 WH(OPMAIMOHHON OE30MaCHOCTH, ONMPEACIUTh MPUOPUTETHBIC
HaIlpaBJICHUs MIPEAOTBPAICHUS, OTPAKEHUS U HEUTpaAIU3AIUU 3THX YTPO3;

pa3pabotatb  pacropsAUTENIbHbIC u HOPMATUBHO-METOJIMYECKUE  JIOKYMEHTBI
npumenutensHo k UCIIH;

npoBecTH Kiaccudukaiuio u ceprudukaruo UCIIH;

IIPOBECTU OPraHU3aLMOHHO-PEKUMHBIE U TEXHHUYECKHE MEPONPUSTHUS MO 00eCHeUEeHHUIO
oesomacuoctu I1/n B UCITdH;

obecneunTh HeOOXOIUMBIN YPOBEHB 0€30MaCHOCTH 0OBEKTOB 3aAIIUTHI.

OCyIEeCTBICHHE JTHX MEPOINPHUSATHH O00ECIIeYNT CO3JAaHHE CIMHOM, IEJIOCTHOW W
CKOOPJIMHUPOBAHHOM cucTteMbl uHpopmarmonHoit 6e3onacHoctu MCIIJIH u co3gact ycnoBus
JUTS €€ TajbHEUIIero COBEPIICHCTBOBAHUSI.
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13. Cnucok HCIO0JIBL30BAHHLIX HCTOYHUKOB

OCHOBHBIMH HOPMATHUBHO-TIPABOBBIMH W METOJMYECKUMH JOKYMEHTAMH, HA KOTOPBIX
Oasupyercs Hacrosmas Konuenuus, siBiIsltoTCS:

®enepanbhbiil 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHalIbHBIX JaHHBIX» (Hainee —
®3 «O mnepcoHaNbHBIX JAHHBIX»), YCTAHABJIMBAIOIIWNA OCHOBHBIE IPUHLMIIBI U YCIOBHS
obpabotku [1]]H, mpaBa, 00s13aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUH, CBSI3aHHBIX
¢ obpabotkoii [1][H.

2 [TocranoBienue [IpaBuTenscTBa P® oT 01.11.2012 No 1119
"O0 yTBepkAeHUM TpeOOBaHMN K 3allUTE IEPCOHAJBHBIX MaHHBIX MpU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHANbHBIX JaHHBIX'.

3 «llopsamok npoBeneHus Kiaccu(UKaIUM HHPOPMAIMOHHBIX CHUCTEM MEPCOHAIBHBIX
JaHHBIX», yTBepKAeHHbIN coBMecTHBIM [Ipukazom @CTIK Poccuu Ne 55, ®CB Poccuu Ne 86 u
Munundopmcsszu PO Ne 20 ot 13.02.2008 .

«[Tonoxenune 06 0coOEHHOCTIX 00PAOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIsIEMON O3
MCIIOJIb30BaHUs CPEJCTB aBTOMAaTU3aluNy, yTBepkaeHHoe [locranoBnenuem [lpaBurensctBa PO
ot 15.09.2008 r. Ne 687.

HopmaTtuBHo-mMeTonuueckue nokyMeHThl DenepanbHOil CIy:KObl MO TEXHHYECKOMY H
sKcrepTHOMY KoHTpolto Poccuiickoit denepanuu (nanee - ®CTOK Poccun) no obecneueHuto
oe3omacuoctu [1/]x pu ux obpadotke B UCII/IH:

Pexomenpanun no oOecrnieueHUI0 O€30MacHOCTH IEPCOHAJIBHBIX JAHHBIX HPU  HX
00paboTke B WH(POPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX IaHHBIX, yTB. 3aM. IUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACII)

OCHOBHBIE MEPONPHUATHS 110 OPraHU3alMU U TEXHUYECKOMY 00ecredeHut0 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX, 0OpalaThiBaeMbIX B WH(GOPMAIMOHHBIX CHCTEMaX MEepCOHAIbHBIX
JaHHbIX, YTB. 3aM. aupektopa PCTIK Poccun 15.02.08 r. (JACII)

bazoBas Mozmens yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MpU UX 00paboTke B
MH(POPMALIMOHHBIX CHUCTEMaX IEpPCOHANbHBIX JaHHBIX, YTB. 3aM. aupekropa ®@CTOK Poccumn
15.02.08 r. (ACII)

Mertonuka onpeaeneHns akTyalbHbIX YIpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MIPH UX
o0paboTke B HH(OPMALMOHHBIX CUCTEMaX IEPCOHAJIbHBIX NaHHBIX, YTB. 3aM. JIUpEKTOpa

®CTIK Poccun 15.02.08 r. (JICIT)
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